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Copyright © 2015 by PLANET Technology Corp. All rights reserved. No part of this publication may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language or

computer language, in any form or by any means, electronic, mechanical, magnetic, optical, chemical,

manual or otherwise, without the prior written permission of PLANET.

PLANET makes no representations or warranties, either expressed or implied, with respect to the contents
hereof and specifically disclaims any warranties, merchantability or fitness for any particular purpose. Any
software described in this manual is sold or licensed "as is". Should the programs prove defective following
their purchase, the buyer (and not this company, its distributor, or its dealer) assumes the entire cost of all
necessary servicing, repair, and any incidental or consequential damages resulting from any defect in the
software. Further, this company reserves the right to revise this publication and to make changes from time

to time in the contents hereof without obligation to notify any person of such revision or changes.

All brand and product names mentioned in this manual are trademarks and/or registered trademarks of their

respective holders.

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,
F@ pursuant to Part 15 of FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and
can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is encouraged to try to

correct the interference by one or more of the following measures:

1. Reorient or relocate the receiving antenna.
2. Increase the separation between the equipment and receiver.
3. Plug the equipment into an outlet on a circuit different from that to which the receiver is connected.

4. Consult the dealer or an experienced radio technician for help.

FCC Caution:

To assure continued compliance, for example, use only shielded interface cables when connecting to
computer or peripheral devices. Any changes or modifications not expressly approved by the party

responsible for compliance could void the user’s authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

(1) This device may not cause harmful interference
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(2) This device must accept any interference received, including interference that may cause undesired

operation.

Federal Communication Commission (FCC) Radiation Exposure Statement

This equipment complies with FCC radiation exposure set forth for an uncontrolled environment. In order to avoid the
possibility of exceeding the FCC radio frequency exposure limits, human proximity to the antenna shall not be less than
20 cm (8 inches) during normal operation.

R&TTE Compliance Statement

This equipment complies with all the requirements of DIRECTIVE 1999/5/CE OF THE EUROPEAN PARLIAMENT AND
THE COUNCIL OF 9 March 1999 on radio equipment and telecommunication terminal Equipment and the mutual
recognition of their conformity (R&TTE).

The R&TTE Directive repeals and replaces in the directive 98/13/EEC (Telecommunications Terminal Equipment and
Satellite Earth Station Equipment) As of April 8, 2000.

Safety

This equipment is designed with the utmost care for the safety of those who install and use it. However, special attention
must be paid to the dangers of electric shock and static electricity when working with electrical equipment. All guidelines
of this and of the computer manufacture must therefore be allowed at all times to ensure the safe use of the equipment.

National Restrictions

This device is intended for home and office use in all EU countries (and other countries following the EU

directive 1999/5/EC) without any limitation except for the countries mentioned below:

Country Restriction Reason/remarks
General authorization required for outdoor use and
Bulgaria None
public service.
Outdoor use limited to 10 Military Radiolocation use. Refarming of the 2.4 GHz
France mW e.i.r.p. within the band band has been ongoing in recent years to allow current
2454-2483.5 MHz relaxed regulation. Full implementation planned 2012.
If used outside of own premises, general authorization is
Italy None
required.
General authorization required for network and service
Luxembourg None
supply (not for spectrum)
This subsection does not apply for the geographical area
Norway Implemented
within a radius of 20 km from the centre of Ny-Alesund.
Russian Federation | None Only for indoor applications
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WEEE regulation

To avoid the potential effects on the environment and human health as a result of the presence of
E hazardous substances in electrical and electronic equipment, end users of electrical and electronic

equipment should understand the meaning of the crossed-out wheeled bin symbol. Do not dispose
B \VEEE as unsorted municipal waste; WEEE should be collected separately.

Revision

User’s Manual of 802.11n Wireless Internet Fiber Router
Model: FRT-415N

Rev: 1.0 (November, 2015)

Part No. EM-FRT-415N (2081-B53080-000)
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Chapter 1. Product Introduction

1.1 Package Contents

Thank you for choosing PLANET FRT-415N. Before installing the router, please verify the contents inside the
package box.

FRT-415N Unit Quick Installation Guide
.
= ? Fovy T
] E'_'—ur
. ; =
Power Adapter Ethernet Cable

12V DC, 1A output
100~240V AC input

If there is any item missing or damaged, please contact the seller
immediately.
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1.2 Product Description

Delivering Highly-demanding Service Connectivity for ISP/Triple Play Devices

With built-in 100BASE-FX fiber interface, the FRT-415N supports different optic types for WAN and the
distance can be up to 15~60 km through the fiber connection. The FRT-415N is an ideal solution for FTTH
(Fiber-to-the-home) applications in the IPv6 environment. It can handle multiple high-throughput services such
as IPTV, on-line gaming, VolP and Internet access, and keep the bandwidth usage smoothly. The FRT-415N
also incorporates a 4-port 10/100BASE-TX switching hub, which makes it easy to create or extend your LAN,
and prevents DOS attacks.

FIBER ROUTER TOTAL SOLUTION

100/100Mbps
Fiber{Router

1OOBASE-FX

FRT-415M

IPTV (HD)

5 7

Online Gaming _g

High-speed 802.11n Wireless

With built-in IEEE 802.11b/g and 802.11n wireless network capability, the FRT-415N allows any computer and
wireless-enabled network device to connect to it without additional cabling. 802.11n wireless capability brings
users the highest speed of wireless experience ever; the data transmission rate can be as high as 300Mbps.
The radio coverage is also doubled to offer high-speed wireless connection even in widely spacious offices or

houses.
L R re—
. Upstream eollle— =\ 1 c":'}ﬂ 300Mbps Q:l:i'l'{l
Lo 2 oo —— )
h, Lnternet — Downstream ot
7 r— FRT-415N Laptop
—— e —— | D0BASE-FX Fiber-optic ((E(: @) 2.4GHz 80Z.11n



@ PLANET

Metwarking & Communication User Manual of FRT-415N

Secure Wireless Access Control

To secure wireless communication, the FRT-415N supports up-to-date encryptions including WEP, WPA-PSK
and WPA2-PSK. Moreover, the FRT-415N supports WPS configuration with PBC/PIN type for users to easily
connect to a secure wireless network.

WPS (Wi-Fi Protected Setup)
Quick & Easy Wireless Connection

STEFP 3

3 =/

The FRT-415N provides user-friendly management interface to be managed easily through standard web

Providing Superior Function

browsers. For networking management features, the FRT-415N not only provides basic router functions such
as DHCP server, virtual server, DMZ, QoS and UPnP, but also provides full firewall functions including
Network Address Translation (NAT), IP/Port/MAC filtering and content filtering. Furthermore, the FRT-415N
serves as an Internet firewall to protect your network from being accessed by unauthorized users.

1.3 Product Features
>

[ Shared Internet Access: All users on the LAN can access the Internet through the
FRT-415N using only one single external IP address. The local (invalid) IP addresses are
hidden from external sources. This process is called NAT (Network Address Translation).

[ IEEE 802.3u 100BASE-FX standard: The FRT-415N provides long-distance connection
based on optical fiber transceiver which supports FTTH and IPTV applications.

n Multiple WAN Connections: Upon the Internet (WAN port) connection, the FRT-415N
supports dynamic IP address (IP address is allocated upon connection), fixed IP address,
PPPoE and bridge. SFP or RJ45 can be selected to be the default WAN interface.

> Advanced Internet Functions

m  Virtual Servers: This feature allows Internet users to access Internet servers on your LAN.
The setup is quick and easy.

[ Firewall: The FRT-415N supports simple firewall with NAT technology.

[ Universal Plug and Play (UPnP): UPnP allows automatic discovery and configuration of the
broadband router. UPnP is supported by Windows XP, or later.
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User Friendly Interface: The FRT-415N can be managed and controlled through Web UI.

DMZ Support: The FRT-415N can translate public IP addresses into private IP address to
allow unlimited 2-way communication with the servers or individual users on the Internet. It
provides the most flexibility to run programs smoothly for programs that might be restricted in
NAT environment.

RIP1/2 Routing: It supports RIPv1/2 routing protocol for routing capability.

IPv6 Support: The FRT-415N supports IPv6 for new services and higher security.

> LAN Features

4-port Switch: The FRT-415N incorporates a 4-port 10/100BASE-TX switching hub,
making it easy to create or extend your LAN.

DHCP Server Support: Dynamic Host Configuration Protocol provides a dynamic IP address
to PCs and other devices upon request. The FRT-415N can act as a DHCP Server for
devices on your local LAN.

> Wireless Features

Supports IEEE 802.11b, g and n Wireless Stations: The 802.11n standard provides
backward compatibility with the 802.11b and 802.11g standard, so 802.11b, 802.11g, and
802.11n can be used simultaneously. IEEE 802.11n wireless technology is capable of having
a data rate of up to 300Mbps.

Two External Antennas with MIMO Technology: The FRT-415N provides farther coverage,
less dead spaces and higher throughput with 2T2R MIMO technology.

WPS Push Button Control: The FRT-415N supports WPS (Wi-Fi Protected Setup) for users
to easily connect to wireless network without configuring the security.

WEP Support: WEP (Wired Equivalent Privacy) is included. Key sizes of 64 bit and 128 bit
are supported.

WPA-PSK Support: WPA-PSK_TKIP and WAP-PSK_AES encryption are supported.

Wireless MAC Access Control: The Wireless Access Control feature can check the MAC
address (hardware address) of wireless stations to ensure that only trusted wireless stations
can access your LAN.

10
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1.4 Product Specifications

Model FRT-415N

Product Description

Hardware Specifications

300Mbps 802.11n Wireless Internet Fiber Router

LAN 4 x 10/100BASE-TX, auto-negotiation, auto MDI/MDI-X RJ45 port
Interface WAN 1 x 100BASE-FX SFP slot
Wireless 2x 5dBi fixed antenna
Connector | SFP (Small form-factor Pluggable)
Optic Interface| Mode Vary on module
Distance Vary on module

LED Indicators

PWR, WAN, Internet, LAN1-4, WLAN, WPS, Security

1 x Reset button

Button 1 x WPS button
1 x Power button
Material Plastic

Dimensions (W x D x H)

132 x93 x 25 mm

Power
Router Features

Internet Connection Type

Shares data and Internet access for users, supporting the following

12V DC, 0.5A

internet accesses:

B PPPoOE

B Dynamic IP
B Static IP

B Bridge

Max. Session

45659

Fiber-optic Cable

B 50/125um or 62.5/125um multi-mode fiber cable, up to 2km.
M 9/125um single-mode cable, providing long distance of
15/20/35/50km or longer (vary on SFP module)

Routing Protocol

Static routing
RIPv1/2

Security

Built-in NAT firewall
MAC!/IP/Port filtering
Content filtering

SPI firewall
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Protocol/Feature WPS

DMZ and virtual server

802.1D

QoS

DHCP server/relay

IGMP snooping

IGMP proxy and MLD proxy
UPNnP and DDNS

System Management Web-based (HTTP) configuration

SNTP time synchronization

System log supports remote log

Password protection for system management
TR-069

Wireless Interface Specifications

Wireless Standard IEEE 802.11b,gand n

Frequency Band 2.4 to 2.4835GHz (Industrial Scientific Medical Band)

DBPSK, DQPSK, CCK and OFDM (BPSK/QPSK/16-QAM/

M lation T
odulation Type 64-QAM)

802.11n (40MHz):
270/243/216/162/108/81/54/27Mbps
135/121.5/108/81/54/40.5/27/13.5Mbps (dynamic)

802.11n (20MHz):
130/117/104/78/52/39/26/13Mbps

Data Transmission Rates | .4 5/55/30/26/19.5/13/6 5Mbps (dynamic)

802.11g:
54/48/36/24/18/12/9/6Mbps (dynamic)

802.11b:
11/5.5/2/1Mbps (dynamic)

Channel Maximum 13 Channels, depending on regulatory authorities

Antenna Connector 2 x 5dBi fixed antenna

64-/128-bit WEP, WPA-PSK, WPA2-PSK, 802.1x encryption, and
WPS PBC

Environment Specifications

Temperature/Humidity Operating: 0~40 degrees C, 10%~ 90% (non-condensing),
Storage: -10~70 degrees C, 0~95% (non-condensing)

Wireless Data Encryption

Certification CE

12
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Standards Conformance

Fiber Interface

Complaint with IEEE802.3/802.3u 10/100 BASE-TX, 100BASE-FX
Standard standard

UP band support (25KHz to 276KHZz)
Packet Transfer Mode Ethernet in the first mile(PTM-EFM)

Chapter 2. Hardware Installation

This chapter offers information about installing your router. If you are not familiar with the hardware or software
parameters presented here, please consult your service provider for the values needed.

2.1 Hardware Description

2.1.1 Front Panel of FRT-415N

The front panel provides a simple interface monitoring of the router. Figure 2-1 shows the front panel of the
FRT-415N.

B PLANET
i |
‘ | |
Y
Power | Internet WPS
| J Y  J
WAN LAN  WLAN

Figure 2-1 FRT-415N Front Panel
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2.1.2 LED Indications of FRT-415N

The LEDs on the top panel indicate the instant status of system power, WAN data activity and port links, and
help monitor and troubleshoot when needed. Figure 2-1 and Table 2-1 show the LED indications of the
FRT-415N.

Front Panel LED Definition

LED State Description

[ On When the router is powered on, and in ready state.
U Power
Off When the router is powered off.
g‘_) Flashing | Router is trying to establish a WAN connection to device.
WAN
On The WAN is connected successfully.
Flashing | Router is trying to establish an Internet connection to device.
@ Internet
On The Internet is connected successfully.
. Data is being transmitted or received via the corresponding LAN
O Flashing port
— LAN1-4 :
On The port is up.
On WLAN radio is on.
—
= WLAN Flashing | Data is being transmitted through WLAN.
Off WLAN radio is off.
On WPS client registration is successful.
ﬁ . Press the button over 6 seconds and WPS client registration
WPS Flashing . . .
window is going to open.
Off WPS is not available, or WPS is not enabled or initialized.

Table 2-1 The LED indication of FRT-415N

14
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2.1.3 Rear Panel of FRT-415N

The rear panel provides the physical connectors connected to the power adapter and any other network device.
Figure 2-2 shows the rear panel of the FRT-415N.

——p= 5dBi Antenna =

He " " " " R
| —

Power Connecter
(12V DC Input) -

WAN
Power ON/OFF Button LAN

Figure 2-2 FRT-415N Rear Panel

Rear Panel Port and Button Definition

Connector Description

Power Power connector with 12V DC, 0.5 A

Power

Button Power on/off button u

Router is successfully connected to a device through the corresponding port (1, 2, 3,
LAN (1-4) | or4). Ifthe LED light of LNK/ACT is flashing, the router is actively sending or receiving
data over that port.

WAN network through an optical fiber cable

The SFP connector allows data communication between the router and the fiber “

15
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2.2 Cabling

B 100BASE-TX and 100BASE-FX

The 10/100Mbps RJ45 ports come with auto-negotiation capability. Users only need to plug in working
network device into one of the 10/100Mbps RJ45 ports. The FRT-415N will automatically run in 10Mbps or
100Mbps after the negotiation with the connected device. The FRT-415N has one 100BASE-FX SFP
interface (optional multi-mode/single-mode 100BASE-FX SFP module).

B Cabling

Each 10/100BASE-TX port uses RJ45 sockets for connection to unshielded twisted-pair cable (UTP).

Port Type ’Cable Type ’Connector ‘
10BASE-T Cat 3, 4, 5, 2-pair RJ45
100BASE-TX [Cat 5, 5e, 6 UTP, 2-pair RJ45

Any Ethernet devices like hubs or PCs can connect to the fiber router by using straight-through wires. The
10/100Mbps RJ45 ports which support auto MDI/MDI-X can be used on straight-through or crossover cable.

2.2.1 Installing the SFP Transceiver

This section describes how to insert an SFP transceiver into an SFP slot. The SFP transceiver is hot-pluggable

and hot-swappable. You can plug in and out the transceiver to/from any SFP port without having to power
down the fiber router as Figure 2-12 appears.

L S N B B DR R B DI D BN R R B R

100BASE-FX
SFP Transceiver

Figure 2-3 Plug in the SFP transceiver

16
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Before connecting the other switches, workstation or media converter,

1. Make sure both sides of the SFP transceiver are with the same media type or WDM pair; for example,
100BASE-FX to 100BASE-FX and 100BASE-BX20-U to 100BASE-BX20-D.

2. Check whether the fiber-optic cable type matches the SFP transceiver model.

» To connect to MFB-FX SFP transceiver, use the multi-mode fiber cable, with one side being the

male duplex LC connector type.

» To connect to MFB-F20/F40/F60/FA20/FB20 SFP transceiver, use the single-mode fiber cable, with

one side being the male duplex LC connector type.

Connecting the fiber cable

1.
2.

Attach the duplex LC connector on the network cable to the SFP transceiver.

Connect the other end of the cable to a device — switches with SFP installed, fiber NIC on a
workstation or a media converter.

Check the LNK/ACT LED of the SFP slot of the switch/converter. Ensure that the SFP transceiver is
operating correctly.

Check the Link mode of the SFP port if the link fails. It functions with some fiber-NICs or media
converters; setting the Link mode to “100 Force” is needed.

2.2.2 Removing the Module

Please make sure there is no network activity by console or check with the network administrator. You
can access the management interface of the fiber router to disable the port in advance.

Remove the Fiber Optic Cable gently.

Turn the handle of the MFB module/mini GBIC SFP module to horizontal.

Pull out the module gently through the handle.

Never pull out the module without pulling the lever or the push bolts on the
module. Directly pulling out the module with force could damage the module
and SFP module slot of the device.

17
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Chapter 3. Connecting to the Router

3.1 System Requirements
] Broadband Internet Access Service (FTTH connection)
[ PCs with a working Ethernet Adapter and an Ethernet cable with RJ45 connectors

] PC of subscribers running Windows XP, Windows Vista/Win 7, MAC OS 9 or later, Linux, UNIX or
other platform compatible with TCP/IP protocols

] The above PC is installed with Web browser

1. The Router in the following instructions is named as PLANET FRT-415N.

2. Itis recommended to use Internet Explore 8.0 or above to access the Router.

3.2 Installing the Router

Please connect the device to your computer as follows:

® Locate the FRT-415N in an optimum place and adjust the antenna for the best coverage. Figure 3-1
shows the antenna connection diagram.

f"" -hh"\
Fa bt
7 %
s \
»
/ i1 |
Fd | \ I
! \ “ I
! A 1 r
| b /
i __,-',
\
b /7
b #
- -

He " " " "

Figure 3-1 FRT-415N Antenna Adjustment Diagram
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® Connect your fiber wire to the “WAN” port via SFP fiber wire.Figure3-2 shows the WAN port
connection diagram

@ 20 3 Fror R o sk b

79
““” /" 100BASE-FX
@ SFP Transceiver

100BASE-FX
LC Fiber

Figure 3-2 FRT-415N WAN Port Connection Diagram

® Use Ethernet cable to connect to the “LAN” port of the modem and the “LAN” port of your computer.

® Connect Power Adapter to the FRT-415N. Figure3-3 shows the power adapter connection diagram.

fF L 80 B LR LR LD

Power Adapter
Figure 3-3 FRT-415N Power Adapter Connection Diagram

19
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®  Follow Figure 3-4 to connect the network devices.

100BASE-FX
Fiber Optic

Entertainment |

£

PC
{DHCP Client or 192.168.1.2)

Figure 3-4 FRT-415N Connection Diagram

20
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Chapter 4. Installation Guide

4.1 Configuring the Network Properties

Configuring PC in Windows 7

1. Go to Start, Control Panel, Network and Internet, and Network and Sharing Center. Click Change
adapter settings on the left banner.

2. Double-click Local Area Connection.

.. =12
= = = = - = 1
G-,H_Jv ¥ ¢ Corteol Perel » Pletwork and Intemet ¢ Mebwors Connections » - | 3 | fearth Nat., JO
Fle Edt Yiew Toods Adwenczd  Help |
Qeganipe = g o il ﬂ
l: Lozal Arza Comeection E ‘einekes: hetwork Connzcton
] ) ]
I twark S B Mot conmerted
S8 Atherns ARAISL PCI- Gigekit [kh.. 3 ﬂ‘“ Atheros AR5DET ‘Winzless hemwork..

Figure 4-1 Select Local Area Connection

3. Inthe Local Area Connection Status window, click Properties.

E;! 'y Corgrol Panel ¢ Meswork and Imtemet ¢ Mebuwcek Cornections s

Crgenize = Disalle tris netvsork device: Diiagnos= this conmection Rename tris connection. &
g" Local drea Connection ;‘H ‘Wireles Mebveork Correclion
L e ot conneciec
g it * isable i qr_lﬂ Etrarns ARSEAT Windes Neswnrk ..
Stakis
Megrose

o) Hridg= {onnections
Cragb= Shortout
et

B Henane

| ¥ Poperies |

Figure 4-2 Network Connection Properties
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4. Select Internet Protocol Version 4 (TCP/IPv4) and click Properties.

r —
[l Local Area Connection Properties u

Networking | Sharing

Connect using:
l_-'.'* Atheros ARB151 PCI-E Gigabit Ethemet Controller (MDIS €

This connection uses the following items:

& Cliert for Microsoft Networls

QQDS Packet Scheduler

.@ File and Printer Sharing for Microsoft Networks
i lotemet Protocal Version B(TCE/\PVE)
g et Protocol Version 4 (TCP/IPv4) |
= Onk-Layer lopology Liscovery Mapper 1/ Orbsyer
i Link-Layer Topology Discovery Respond

Uninstall [ Properties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

| ok || Cancel

Figure 4-3 TCP/IP Setting

5. Select the Obtain an IP address automatically and the Obtain DNS server address automatically
button.

6. Click OK to finish the configuration.

F- ™
Internet Protocol Version 4 (TCP/IPv4) Properties m
. . -

General | Alternate Configuration

‘fou can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Dbtain an IP address automatically:
(7 Use the following IP address:

| IF address:
Subnet mask;

Default gateway:

(@ Obtain DNS server address automatically
(7 Use the following DNS server addresses:

Preferred D3 server:

Aleernate DNS server:

Validate settings upon exit

[ Ok H Cancel ]

Figure 4-4 Obtain an IP address automatically
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Configuring PC in Windows XP

1. Go to Start and Control Panel (in Classic View). In the Control Panel, double-click on Network
Connections

2. Double-click Local Area Connection.

E- Control Panel

File Edit ‘“iew Favorites Tools  Help ﬂ!‘

ku} ack e - ’ pSearch 5 Falders v

Address | [ Control Parel V‘ G

e

E"ﬂ Control Panel

& Switch bo Category Wiew

Phone and  Power Options
Moderm ...

e 3

Printers and  Regional and  Scanners and
ﬁ. Windows Update Faxes Language ...  (Cameras

@) Help and Suppart 2 =
S5 9 &

Scheduled  Sounds and Speech
Tasks Audio Devices

See Also

Figure 4-5 Select Network Connections

3. Inthe Local Area Connection Status window, click Properties.

—- Local Area Connection Status

Feneral | Suppg[t|
Connection
Status: Cannected
Diuration: 001932
Speed: 100.0 Mbps
Activity ﬁ
Sent—J fgnsess Received
T
FPackets: 27 | a
L Froperties ” Dizable ]

Cloze

Figure 4-6

23



@ PLANET

Metwarking & Communication

User Manual of FRT-415N

4. Select Internet Protocol (TCP/IP) and click Properties.

-

4 Local Area Connection Properties

Metworking Shﬂnng-l

Connect using:

| & Atheroe ARE157 PCI-E Gigabi Ethemet Controlier (NDIS ¢

Thia connection uses the following tema:

=] o Cliert for Microsoft Networks
=l QoS Packet Schaduler

il File and Prirter Sharnng for Microsoft Networks
] s Intemst Protocol Viersion & (TCP/IPvE)
B Irtemet Protocal Version 4 (TCP/1Pv4) |
i . Link-Layer Topology Discovery Mapper 1/0 Driver
W s Link-Layer Topology Discovery Responder

[ ot | My

Description

across diverse inerconnected networks

Tranesmizsion Control Protocol/Intemet Protocol. The default
wide area netwosk profocol that provides communication

QK

|| cancet |

Figure 4-7 TCP/IP Setting

5. Select the Obtain an IP address automatically and the Obtain DNS server address automatically

button.

6. Click OK to finish the configuration.

-
Internet Protocol Version 4 (TC
b

General | altenate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you nead to ask your network administrator

for the aporopriate 1P settings.

i@ Dbtain an IP address automatically!
1 Use the following IP address:

O zddrecs
Subnel masks
DeFault gatewway

@ Obtain DNS server address automatically
{7 Use the following DMS server addresses:

Preferred DNS serwer

allernaste DMNS w=rver

[ validate sattings upon exit

P/1Pvd) Pmpertie-s__

==

Figure 4-8 Obtain an IP address automatically
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4.2 Configuring with Web Browser

It would be better to change the administrator password to safeguard the security of your network. To
configure the router, open your browser, type “http: //192.168.1.1” into the address bar and click “Go” to get
to the login page.

Save this address in your Favorites for future reference.

R’% | B http:/192168.1.17 D+ X

b o

File Edit View Favorites Teools Help

Figure 4-9 Login the Router

At the User Name and Password prompt, type your proper user name and password to login. The default user
name and password are both “admin. You can change these later if you wish. Click “OK”.

!‘ PLANET Router Login

Nitwarkong b Lo remsicaten

User Name: |admin

Password: sases

oon [ rese |

Figure 4-10 Login Window

If the user name and password are correct, you will log in to Fiber Router successfully and see the status page.
Now you can configure the Fiber Router for your needs.

25



@ PLANET

Netwarking & Communication User Manual of FRT-415N

Chapter 5. System Settings

Determining your Connection Settings

Before you configure the router, you need to know the connection information supplied by your Internet
service provider.

Connecting the Fiber Router to your Network

Unlike a simple hub or switch, the setting up of the Fiber Router consists of more than simply plugging
everything together. Because the Router acts as a DHCP server, you will have to set some values within the
Router, and also configure your networked PCs to accept the IP addresses the Router chooses to assign
them.

Generally there are several different operation modes for your applications. And you can know which mode is
necessary for your system from ISP. These WAN modes are PPPoE, Bridge and IPoE.

Configuring with Web Browser

It is advisable to change the administrator password to safeguard the security of your network. To configure
the router, open your browser, type “http: //192.168.1.1” into the address bar and click “Go” to get to the
login page.

Save this address in your Favorites for future reference.

- — T —
f'::,_—.\(é B nitp://192.168.1.1/ Jo ™

File Edit View Favorites Teols Help

Figure 5-1 Login the Router

At the User Name prompt, type “admin”, and the Password prompt, type “admin”. You can change these
later if you wish. Click “OK?” to log in to the router and you can start to configure it now.
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l.wPLl'-'INET Router Login

o Witk B Lodrindicilan

User Name: |admin

Password: sasss

ioon [ et

Figure 5-2 Login Window

After logging in, the page shown in the following figure appears. You can check, configure and modify all the
settings.

) bl r" . 802.1in Wireless Internel Fiber Router

Wizard Setup Advanced Service Firewall Maintenance

Wireless Router Status

This page shows the currant status and some basic seflings of the devica
* Device Info

1 System

» Device Info
Allas Hame FRT-443M

¥ Statistics Uptime 13RI
DataTime SunJan 1 3623 2012
Fermiware Version 1.0.0
Biudilt Dsate Sep 23 2018 1503 44
Senal Humber AAFTEORDA000

Figure 5-3 Status
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5.1 Status

In the navigation bar, choose Status. On the Status page that is displayed contains: Device Info and
Statistics.

5.1.1 Device Information

Choose Status > Device Info and the page displayed shows the current status and some basic settings of the
router, such as software version, CWMP status, LAN configuration, DNS status and WAN interfaces.

Advanced Firewall Maintenance

Wireless Router Status

This page shows e current statys and same Baslc seflings arthe device
+* Device infa

L System

+ Dendce Info e
BlEas MNadne FRT-415M

= Statistics Uil 001614
Dt Tinnae Fridclt23 t£48122015
Fil i & Varsion 1.0.0
Built Diate Oct B 201517:31:46
Serial Humbser AHF FEOOD 0O0

) CWHP Status
Idorim Stats Ko Inform S2nd

Conmicihv Request Statis Hoconhecton mguest

Figure 5-4 Device Info

5.1.2 Statistics

Choose Status > Statistics. Click Statistics in the left pane and the page shown in the following figure
appears. On this page, you can view the statistics of each network port.
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Wizard Advanced Sarvice Firewall Maintanance

Statistics

This page shows e packe] sfabchcs [ rsnsmission and reception resarding fo nakark inleface

[~ oevieeinro

T Iemace Pt ikt R o1 R drop Tit it T & Tu drop
lan1 3084 1] n 11707 0 0
Ian2 o 0 a i ] a
land A3 0 ] BRST ] 0
land I] u i u ] u
Wil i 0 a 0 ] a
Wl ] 0 ] 0 1 a
w3 o 1] o o 0 a
wi i il [ 0
ws i a | o o a

Figure 5-5 Statistics
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5.2 Wizard

When subscribing to a broadband service, you should be aware of the method by which you are connected to
the Internet. Your physical WAN device can be either Ethernet or fiber port. The technical information about
the properties of your Internet connection is provided by your Internet Service Provider (ISP). For example,
your ISP should inform you whether you are connected to the Internet using a static or dynamic IP address,
and the protocol that you use to communicate on the Internet.

In the navigation bar, choose Wizard. The page shown in the following figure appears. The Wizard page
guides fast and accurate configuration of the Internet connection and other important parameters. The
following sections describe these various configuration parameters. Whether you configure these parameters
or use the default ones, click NEXT to enable your Internet connection.

Advanced Service Firewall Maintenance

Fast Config

The wizard will hels you do some basic configurations step by steg.
m Step 1. WWAN Connection Setting
Step 20 WLAN Connection Setfing
g e Siep 3 Save Setling

Step 1: WAN Connectlon Setting: Please selectihe wan connacion mode
Hridge
Connection Mode: IFoE
= pppok
IP Protocok Ired |
202,14 Enable * [isable
WLAN 1D 1-4005):
PPP Settings: Llzgmams Ea.j min Password: e
Default Rowte: = Enabls Dizanle
DNS Seltings: * Attain DNE Automaticaily

Set DME Manuall

Figure 5-6 Wizard

There are three WAN connection types: Bridge, IPOE and PPP over Ethernet (PPPoE). The following
describes them respectively.
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5.2.1 Bridge

Advanced Maintenance

Fast Config

The wizard will help you do soie bagic configurations stlap by step.
m Step 10 WAN Connection Setting
Sep 20 WLAN Connection Setting

» Wizard Siep 3 Save Setting

Step 1:WAN Connection Setting: Please select e wan cannechon mode
= Bridme
Connection Mode: IFOE
PFPPoE
#0210 Enable '* Disable
VLAN ID{1-4095): [

Figure 5-7 Wizard Bridge

After setting, click Next and the page as shown in the following figure appears.

Advanced Service Firewall Maintenance

Fast Config
m Step 2Wrekess Fast Settings: Flease con basic selfiings aboulwiraless.
+ Wizard
WLAN: * Enzbla Disable
Band: | 24GHT Be6e1 Y |
SSID: [PLANET_1000
Encryption: T\l-:-ne—'l'

Figure 5-8 Wizard Bridge WLAN

And click Apply changes to save the configuration.
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Status Yizare Advanced Service Firewsall Maintenance

Fast Config
m Slap 3i%ave IFyow nead finish seflings in he fstconfig,pleasa click "aaply Changes” olhervise please click
5 Wiz Saltings "Cancel' or" Pray,
Saltings as follow:
Channel Maode: Bndge
WLAN: Enanlz

vy [ ooy crnger [ G

Figure 5-9 Wizard Bridge Save

5.2.2 IPoE

Advanced Service Firewall Maintenance

Fast Config

Thie wazard will halp you do some basic confgursbons slep by step
m Step 1. WaAN Cannection Setling
Step 2 WLAN Connechon Setling
B Step 3. Save Satling

S“IE]] 12 WAN Connection 'iET.'tIHu! Pleese select the wan connaciion mode
Bridge

Connection Mode: * |PoE
FPFLE

IP Pritocal: Ipvd v

LAl 'Enable * Digable

VLAN ID[1-4095)

WAN IP Settings: = adain IP Automatically
LR ETVTET [

Dafaul Rouma: * Enable ' Disable

DHS Setlings. = anain DS Autormatically

Sal DNS mManually .

Figure 5-10 Wizard IPoE
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Advanced Service Firewall Maintenance
Fast Config
m SI‘EP- Zonhrebess Fast SE'I'HI'lgE! Flegse tunng basie BE‘Tﬂth sooutwireless,
= Wizard

WLAN: ® Enable '~ Disable

Band: 24 Gz B-G+H) v

SSID; = AMET_1000

Encryption: Mone v |

Figure 5-11 Wizard IPoE WLAN

And click Apply changes to save the configuration.

Advanced Service Firewall Maintenance
Fast Config
m Step 35w o need Mnish selings in the @S oot pleass click "spph Changes® athardsa plaase Chck
» Wizard Sattings *Cancel” or* Prev'.
Sattings as follow:
Channel Mode: PoE
1P Protocaol: Ipwd
1P SettivE Ig Butomaticaly
DNS Setting: DS Adomabically
WLAN : Enable

Crrer B roowcronges I conce |

Figure 5-12 Wizard IPoE Save
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5.2.3 PPPoE

Advanced Service Firewall Maintenance

Fast Config

The wazard will help you do come sagic configuralions sleg by stop.
m Step 1) WAN Cannection Settng
Step 2 WLAN Connection Setiing
- Step 3 Save Satting

Step 1:WAN Comnection Sefliwe Pigage selact he wan connection mods
Bridga
Connectbon Mode: IPoE
® PPPoE
IP Protocol; | Ipd v |
Fh2 g Enable ® Cisable

VLAN D 1-40:95)

PPP Settings: Usemame: admin | Fazswaord: !---
Dedaul Route; ® Enanle ' Digable
DS Sediings: ® Attaln DNES Autdratically

et DS Manually

Figure 5-13 Wizard PPPoE

Advanced Service Firewall Maintenance
Fast Config
m E“IEp 2%Nreless Fast S-EI'IIQIE! Fleaze I:I:I'!'I'Ig hazic SETIMJE shoutwireless,
= Wizard
WLAN: ® Enable ' Disabla
Band: |24 GHe (B+3+H) 7|
SSID; PLANET_1000
Encrypime Hane v

Figure 5-14 Wizard PPPoE WLAN
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Status Wizard Advanced Service Firewall Maintenance

Fast Config
m Slep 35w Iryau meed Anish saftings in the fas canid please cick "Appk Changes® athersize please click
= Wirard Sattings “Cancel or® Pray,

Sattings as follow:

Channel Maode: FFFoE

IP Prodacol: lpred

PP AES BTN acdrnin

P passwond adrin

DNS Setting DrJg Sutomaticaliy
WWLAN : Enaala

Figure 5-15 Wizard PPPoE Save
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5.3 Setup

In the navigation bar, click Setup. The Setup page that is displayed contains WAN, LAN and WLAN.

5.3.1 WAN

Choose Setup > WAN and the page is displayed below.

Wizard Setup Advanced Service Firewall Maintenance

WAN Configuration
This page 15Ed by confgure the paramelens Tor hie Wal inlemace ofycar ADSL andiory Ethemel RodemiSauler Nate ier
_ cohnect Hpe of FRPOE ane PPPobonk 15 Manual®, the "Conract’ and "Disconnec? hutton will he gaakle
= WAN
WAN Poat: = tical Port  LAMN4 Port

Default Rsile Selection Auto ' Speciled

Channe] Mode: FFPOE T Enalde NAPT: i
Enalde 1GRF:

IP Profocok fd v

PP Sethings:

Usar Nams; ladmin Password: [mam
Typex Continueus v | kil Time (mink

Figure 5-16 WAN

The following table describes the parameters:

Field Description

WAN Port You can select Optical Port or LAN4 Port as default WAN port.

Default Route Selection | You can select Auto or Specified.

Channel Mode You can choose PPPoE, Bridge or IPoE.

Select it to enable Network Address Port Translation (NAPT) function. If
you do not select it and you want to access the Internet normally, you

Enable NAPT . . .
must add a route on the uplink equipment. Otherwise, the access to the
Internet fails. Normally, it is enabled.
You can enable or disable Internet Group Management Protocol (IGMP)
Enable IGMP

function.
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IP Protocol You can select IPv4, IPv4/IPv6 or IPv6.
PPP Settings

Enter the correct user name for PPP dial-up, which is provided by your
User Name

ISP.

Enter the correct password for PPP dial-up, which is provided by your
Password

ISP.
Type You can choose Continuous, Connect on Demand, or Manual.

Idle Time (min)

To set the type to Connect on Demand, you need to enter the idle
timeout time. Within the preset minutes, if the router does not detect the
flow of the user continuously, the router automatically disconnects the
PPPoE connection.

WAN IP Settings

Type

You can choose Fixed IP or DHCP.
® To select Fixed IP, you should enter the local IP address, remote IP
address and subnet mask.

® To select DHCP, the router is a DHCP client and the WAN IP
address is assigned by the remote DHCP server.

Local IP Address

Enter the IP address of WAN interface provided by your ISP.

Remote IP Address

Enter the default gateway of WAN interface provided by your ISP.

Netmask

Enter the subnet mask of the local IP address.

Default Route

Select Disable, Enable or Auto. The default setting is Enable.

Unnumbered

Select this checkbox to enable IP unnumbered function.

WAN Interfaces Table

This table shows the existing WAN settings. The maximum item of this
table is eight.
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5.3.2 LAN

Choose Setup > LAN. The LAN page that is displayed contains LAN, DHCP, DHCP Static and LAN IPv6.

5.3.2.1 LAN

Click LAN in the left pane and the page shown in the following figure appears. On this page, you can change IP
address of the router. The default IP address is 192.168.1.1, which is the private IP address of the router.

Advanced Service Firewrall Maintemance

LAMN Interface Setup
s papa is Qs ed b configuna the LelN intartace o your Rodler Hemayou may change the sething 107 1P sddress, subnst mask

BV

InteeTace Narse: Elhemel
» LAN rorar o
1P Ackih eess: 192.160.1 1
= OHCP
Subnet Mask: A5 I5A2E60
» HCP SAatic
Sacondary IP
& LAM |
1GRIP Snosping: Dizahble = Enable
« WLAN
Bpply Changes
MAC Address Comrok AN Lamd LAMG Laka WA
Apply Changes
New MALC Addrass: Adid

o Current Allowed MAC Address Table:

MALC Addr AcCTion

Figure 5-17 LAN

The following table describes the parameters:

Field ‘ Description

The IP address of your LAN hosts is used to identify the device’s LAN
IP Address

port.
Subnet Mask Enter the subnet mask of LAN interface.

Select it to enable/disable a secondary LAN IP address. The two LAN
Secondary IP ) i

IP addresses must be in the different network.

: Enable or Disable the IGMP snooping function for the multiple bridged

IGMP Snooping

LAN ports.

It is the access control based on MAC address. Select LAN1, LANZ2,
MAC Address Control LAN3, LAN4, WLAN and the host whose MAC address listed in the
Currently Allowed MAC Address Table can access the device. Then
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click “Apply Changes” to save the new settings.

New MAC Address Enter MAC address and then click Add to add a new MAC address.

5.3.2.2 DHCP

Dynamic Host Configuration Protocol (DHCP) allows the individual PC to obtain the TCP/IP configuration from
the centralized DHCP server. You can configure this router as a DHCP server or disable it. The DHCP server
can assign IP address, IP default gateway, and DNS server to DHCP clients. This router can also act as a
surrogate DHCP server (DHCP Relay) where it relays IP address assignment from an actual real DHCP
server to clients. You can enable or disable DHCP server.

[ ] DHCP Server

Click DHCP in the left pane and the page shown in the following figure appears.

Status 3 etup Advanced Service Firewall Maintenance
DHCF Mode
This pagi wan be ugses o canna e DHGR made Neae DHCR Retay or DHGE feei
_ tiEnable the DECP Sarar ifvou s uzing this fedoe as 8 DHER sered This gage latsthe IPaddress poos aeallable @ hoat
afwolr LAN. The desee distibuies numbers Inihe pool 1o 9021 0 your netiark 2 fey resdes] Inemes accass
_ (ZIEnakle the DHCP Relay IFyod are uging the cihar DHCE serder i0agsgn P addrass o your hostonthe LAKL Yod can satthe
OHEP sewarIF addrass
+ LAN {34 you cnooga "MWora’, then the modem will do nothing when 1ha host reguast & 1P address
- IHCP LAH 1P A ddisss: 192, 168.1.1 Subinet Wask: 255,355 255.0
* [HCP Static DHCP Mosds:: OHCP Sapser =
r L AN PG
L L L # Lany B LaN B LaRsy Lt
e : Laki LaMZ Lar3 L& ILAR AP0 | Wapl
+ WAPD
¥ Pool Range: 1921681, | = 1924601 264 | Stow cwent|
Subnet Mask {266 266 35510 |
Default Gatewmn: (13 EE
Max Leage Time: [1492 minuies
Mivanain Mame: domaln.narne
DNS Servaers; 19216811 |

Figure 5-18 DHCP
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The following table describes the parameters:

Field ‘ Description

You can choose None, DHCP Relay or DHCP Server. If set to DHCP
Server, the router can assign IP addresses, IP default gateway and
DHCP Mode . . .
DNS Servers to the host in Windows XP, Windows 7 and other
operating systems that support the DHCP client.
By default, all ports are selected; click it to unselect and those ports
Interface ] ]
cannot function with the IP address.
Specify the lowest and highest addresses in the pool. It specifies the
IP Pool Range first IP address in the IP address pool. The router assigns IP address
based on the IP pool range to the host.
. Click it and the Active DHCP Client Table appears. It shows IP
Show Client ) )
addresses assigned to clients.
Subnet Mask Enter the subnet mask.
Default Gateway Enter the default gateway of the IP address pool.
The Lease Time is the amount of time that a network user is allowed to
maintain a network connection to the device using the current dynamic
Max. Lease Time IP address. At the end of the Lease Time, the lease is either renewed or
a new IP is issued by the DHCP server. The amount of time is in units of
seconds. The default value is 1440 minutes (1 day).
: Domain Name is the most recognized system for assigning addresses
Domain Name
to Internet web servers.
DNS Servers You can configure the DNS server |IP addresses for DNS Relay.

Click Show Client on the DHCP Mode page and the page shown in the following figure appears. You can view
the IP address assigned to each DHCP client.

Active DHCP Client Table

This table shows the assigned IP address, MAC address and time expired for each DHCP leased client.

<

Name IP Address MAC Address Expiry{s) Type

Fefresh Close

Figure 5-19 DHCP Table
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The following table describes the parameters:

Field ‘ Description

IP Address It displays the IP address assigned to the DHCP client from the router.
It displays the MAC address of the DHCP client. Each Ethernet device
has a unique MAC address. The MAC address is assigned at the

MAC Address ) ) ] ) )
factory and it consists of six pairs of hexadecimal character, for
example, A8-F7-E0-00-11-22.

It displays the lease time. The lease time determines the period that the

Expiry host retains the assigned IP addresses before the IP addresses
change.

Refresh Click it to refresh this page.

Close Click it to close this page.

Click Set Vendor Class IP Range on the DHCP Mode page and the page as shown in the following figure
appears. On this page, you can configure the IP address range based on the device type.

Device IP Range Table

This page iz used to configure the IP address range hased on device type.

device name:

start address: 1921681,
end address: 1921681,
Router address:

option60

add| |delete| modify Close

2 IP Range Table:

select: device name: start address: end address: default gateway: option60;

Figure 5-20 Device IP Range Table

[ | None

In the DHCP Mode field, choose None and the page shown in the following figure appears.
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Status : Advanced Service Firewall Maintenance

DHCF Mode
Thiz page can be dzed o config the DO modeiNane DFHCE Relay or DHCP Senar,
(TaEnable the D=0 Bareer fyol ara uzmng ihis devce 35 4 DHCE sener This page lisis the IF address paols avallable to hest
o your AN, Tha device dislribules numbers in the pool o basl on your nabeoncas they request Intarnal access

e e DRCR Relay [Tyou are dsing the other DHGE s2ier 10 assign 1P abdress 1o your hiost o #e LA Yoo ean g2t e
DHCF zener IF ademess,
* LAM i3 pou choosa “Meae”, than tha madem il o nothing =shaniba hostrequest a |IF adonass

S LAN I Address: 192,.169.1.1 Sutinet Mask: 255,255,255,0

BHCP Stati
¥ - DHCE Mode; Hare -

[ sopy crrge= [ uras |

Figure 5-21 DHCP None

# AN IR

B DHCP Relay
In the DHCP Mode field, choose DHCP Relay and the page shown in the following figure appears.

Advanced Service Flrewall Maintenance

DHCP Mode

This pags can ba usad o conlig ha DHGF moda:Hona, DHGE Salay or DHCP Sarer

{iEnable the DHCF Seadr i an using his device as 4 D902 et This page Ss1s he 1P addrase goois availabla o hast
anwaur LARL Tre davice distibutes nimbars in the poohle RosTan vaur netderk a8 My tegquestintere s1ass

LAEnahletha DHCE =alayif you ara.usmg tha other DHCF sarerto assign I sddrass fo vour hogd on the LAR You can setha
DHCP sorver IPagdress

+ LAN [AfoU chooze Mone®, then e mocan will do nofing waen e kostrequest a 1P acdress.
s LAN IP Address: 192.168.1.1 Subinet Mask: 255.255.255.0
it DHCP Mode: DHCF Ralas 7 |
» LAN vl
Relay Server; {101 857 247

 tom Crargee [ Ui |

Figure 5-22 DHCP Relay

The following table describes the parameters:

Field ‘ Description

If set to DHCP Relay, the router acts as a surrogate DHCP Server and
DHCP Mode relays the DHCP requests and responses between the remote server
and the client.

Relay Server Enter the DHCP server address provided by your ISP.
Apply Changes Click it to save the settings on this page.
Undo Click it to refresh this page.
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5.3.2.3 DHCP Static

Click DHCP Static in the left pane and the page shown in the following figure appears. You can assign the IP
addresses on the LAN to the specific individual PCs based on their MAC address.

Wizard Setup Advanced Eervice Firewall Maintenance

DHCF Static IP Configuration
This padelists e Nxad IPMEAS adiness onyour LARL T device csribuias the numbearconfigured 10 Hos1s anvour netaomk as
IFey raquast inlemed sorass.

|i

Ll
1P Adress: 0.0.0.0
- LAN
Mac Rabdress: |-::||:||:.|]|:||:||::||:||:||1 1 (Ex NOEQSET 10507
» DHCE T :
+ DHCP Static m Delele Selecled m
# LAN v 2 DHCP Static IP Tabla:
Select IP Rdlilress MAC Adldress

Figure 5-23 DHCP Static

The following table describes the parameters:

Field ‘ Description

IP Address Enter the specified IP address in the IP pool range, which is assigned to

the host.
MAC Address Enter the MAC address of a host on the LAN.
Add After entering the IP address and MAC address, click it. A row will be

added in the DHCP Static IP Table.
Select a row in the DHCP Static IP Table; then click it and this row is

Delete Selected

deleted.
Undo Click it to refresh this page.
DHCP Static IP Table It shows the assigned IP address based on the MAC address.

5.3.2.4 LAN IPv6

On this page, you can configure the LAN IPv6. Choose Setup > LAN > LAN IPv6. The IPv6 LAN setting
page as shown in the following figure appears.
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Wizard E -} Advanced Firewall Maintenance

LAN IPvE Setting

This page 5 used {0 configuraba iped lan setling. Wsar can satlan RA sener work mode and 'an OGP sarer wmoi mods

[0 Lan Global Address Setting

i Global Address: [ el
» DHCP
Apply Changes
+ HICP Static
s RA Sening
> LAM 1P
Enabla; L4

M Flag:

O Flayg: -

Ma biterval: £00 | secs
Min Intervak 00 Sacs
Prefix Mode: ailn v

LALA Emable:

RA DS Enable:

Figure 5-24 LAN IPv6

The following table describes the parameters:

LAN Global Address Setting

Field ‘ Description
Specify the LAN global IPv6 address; may be assigned by ISP.
RA Setting
Enable Enable or disable the Router Advertisement feature.
M Flag Enable or disable the “Managed address configuration” flag in RA
packet.
O Flag Enable or disable the “other configuration” flag in RA packet.
Max Interval Maximum sending time interval.
Min Interval Minimum sending time interval.
Prefix Mode Specify the RA feature prefix mode
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Auto: The RA prefix will use WAN DHCP-pd prefix
Manual: User will specify the Prefix Address, Length, Preferred Time
and Valid Time.

ULA Unique Local Address. Enable/Disable the feature to access.

RA DNS Enable Enable/Disable the feature to access.

DHCPvV6 Setting
Field ‘ Description
DHCPv6 Mode Select the Mode to None, Manual Mode or Auto Mode.

IPv6 Address Suffix Pool | Enter the IPv6 address.

IPv6 DNS Mode Select the Mode to Auto or Manual.
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5.3.3 WLAN

5.3.3.1 Basic

This page contains all the wireless basic settings. Most users will be able to configure the wireless portion and get
it working properly using the setting on this screen.

Status Wizard Setup Advanced Service Firewall Maintenance

Wireless Basic Settings
his page 12 4sed 10 con Agure 2 perameters or ywurwireless neiinork

Mzable Wireless LAN ntefface

Band: |24 GH2EGHD T
7, fmn Made: AR T
» Secursy r
S50 IFLANET_1000
» MESSID
» Rocess Controd List 1
Channel Width: A0MHZ v
» Aidvanced E—
Control Sideband: | Uppar = |
» \WPS
Chiannel Number: At | Gurrent Channel: 2
WLAN DOMAIN: B FeCi+11 ETSI1~13
Riadio Power (Petcenll . 100% *
Associaled Clents: Shon Acive Clients

Figure 5-25 WLAN

The following table describes the parameters:

Field Description

Disable Wireless LAN ) ) )
Enable/Disable the wireless function for FRT-415N.
Interface
Band Select the appropriate band from the list provided to correspond with your
an
network setting.
Mode Select AP Mode.
The Service Set Identifier (SSID) or network name. It is case sensitive and
SSID must not exceed 32 characters, which may be any keyboard character. The
mobile wireless stations will select the same SSID to be able to
communicate with your fiber router.
Channel Width Select channel width to 20MHz, 40MHz or 20/40MHz.
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Control Sideband Select Upper or Lower sideband.

Select the appropriate channel from the list provided to correspond with your
Channel Number network settings. You will assign a different channel for each AP to avoid
signal interference.

WLAN Domain Select FCC 1~11 or ETSI 1~13.

Radio Power (Percent) | 100%, 80%, 50%, 25%, 10%.

Associated Clients Click it to see the clients currently associated with FRT-415N.

Click Show Active Client and the page shown in the following figure appears. You can view the information of the
clients connected to the fiber router.

Active Wireless Client Table

Thiz tahle shows the MAC address, fransmission, reception packet counters and encrypted status for each
associated wireless client.

2+ Active Wireless Client Table:

MAC Address Tx Packet RxPacket Tx Rate (Mbps) Power Saving Expired Time (s)

Mone

Figure 5-26 Active Wireless Client Table

5.3.3.2 Security

This screen allows you to set up the wireless security. Turn on WEP or WPA by using encryption keys that could
prevent any unauthorized access to your WLAN.

Advanced Service Flrawall Maintenance

Wireless Security Setup
Thiz page allows-vou gatup he wireless securily, Tum on WED o WA By using Ercsption Beys couid preventany unanikodzad
ALCASE 10 yOUr WITE RS s NETAOTK

S50 TYPE: = Root WAPD wAP VEPZ VAFD
Encryptiom Sang ™|
= Basic
Uz BOZ. 1% Aurtleertication WEF Gdbitz WIEP 12Bbits
& Secimiy
WA Mt et ateon Mo de; Eriferprise (RADILE) Personal (Pre-Shared ey
= MESSID
Pra-Shared) Hey Format: ~aasnhrase L
» Nocess Contraol Lest
e Pre-Shan ed K [
- WA Authentication RADIS Server: Farl 1817 IP sddrags 07000 Fasaword |
e Whan prcdabdian WER b safecked wol sl sad [EEP faoss valhy

Apply Changes

Figure 5-27 Wireless Security
47



@ PLANET

Metwarking & Communication User Manual of FRT-415N

The following table describes the parameters:

Field Description

SSID Type Select the SSID Type.
There are 4 types of security to be selected. To secure your WLAN, it's

strongly recommended to enable this feature.

WEP: Make sure that all wireless devices on your network are using the
same encryption level and key.

WPA/WPA2 (TKIP): WPA/WPA2 uses Temporal Key Integrity Protocol
(TKIP) for data encryption. TKIP utilizes a stronger encryption method
: and incorporates Message Integrity Code (MIC) to provide protection
Encryption i
against hackers.

WPA/WPA2 (AES): WPA/WPA2, also known as 802.11i, uses
Advanced Encryption Standard (AES) for data encryption. AES utilizes
a symmetric 128-bit block data encryption.

WPA2 Mixed: The AP supports WPA (TKIP) and WPA2 (AES) for data
encryption. The actual selection of the encryption methods will depend
on the clients.

Check it to enable 802.1x authentications. This option is selected only
Use 802.1x when the “Encryption” is chosen to either None or WEP. If the
Authentication “Encryption” is WEP, you need to further select the WEP key length to
be either WEP 64 character or WEP 128 character.

There are 2 types of authentication mode for WPA.

Enterprise (RADIUS): WPA RADIUS uses an external RADIUS server
to perform user authentication. To use WPA RADIUS, enter the IP
address of the RADIUS server, the RADIUS port (default is 1812) and
the shared secret from the RADIUS server.

WPA Authentication

Mode
Personal (Pre-Shared Key): Pre-Shared Key authentication is based

on a shared secret that is known only by the parties involved. To use
WPA Pre-Shared Key, select key format and enter a password in the
“Pre-Shared Key Format” and “Pre-Shared Key” setting respectively.

Passphrase: Select this to enter the Pre-Shared Key secret as
user-friendly textual secret.

Pre-Shared Key Format )
Hex (64 characters): Select this to enter the Pre-Shared Key secret as

hexadecimal secret.

Specify the shared secret used by this Pre-Shared Key. If the
Pre-Shared Key “Pre-Shared Key Format” is specified as PassPhrase, then it indicates a
passphrase of 8 to 64 character long or 64-hexadecimal number.

If the WPA-RADIUS is selected in “WPA Authentication Mode”, the port
(default is 1812), IP address and password of external RADIUS server

Authentication RADIUS

Server e
are specified here.
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5.3.3.3 MBSSID

This screen allows you to do the wireless multiple SSIDs setup.

Status Advanced Service Firewall Maintenance

Wireless Multiple BSSID Setup
Treg page alliws you tn St vnial access polntd Vel HereYou cah enrblefdisable Witual AF, and et #s 5510 and

authendication type. click "Sapky Changses" ba 1ake if effect,

Enable VAPD
S50 |PLAMNET_10M
» Hasic
Broadcast S5H: * Enahle Dizahla
» Security
Relay Blecking: Enable Cizable
» MBSSID
Ruthentication Tyipe: Open Systam Sharad Kay * Auio
» Mccess Contiol List
+ Adbcanced
1 Enable VAP1
v WS ;
S5 [PLAMET 1007
Broadcast S510: Enable Disahla
Relay Blecking: Enable * Cizable
Authentication Type: Open Systam Sharad Kay Huio
Enable WAP2
S50 [PLANET 1003
Broadcast S5H0: * Enahle Disahla
Relay Blecking: Enable * Cisable

Figure 5-28 Wireless MBSSID

5.3.3.4 Access Control List

This page allows administrator to have access control by entering MAC address of client stations. When this
function is enabled, MAC address can be added to access control list and only those clients whose wireless MAC
address are in the access control list will be able to connect to your FRT-415N.
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Advanced Service Firewall Maintenance

Wireless Access Control
Ityau chooze Bllovsed Listad’, anly fnose clentz whose wiralese WMAT sddreszes are Inihe accass conal vl he sl o

conn=ckiyour Access Fomb When 'Deny Listad' 1z selesied, thase wiraless clients ontka pstwll nothe zble taconnact s
ALCEES Foal
Wireless Access ConrolMode: | Dizable v | fpply CRanges |
FHRG MAC Auldress: fex. DIEDSGT 10502) st | | Rese
> Lacurmy
=2 Current Access Control List:
: MESSID ek

> Access Control List MAC Adilress Select

= Advanced Delete Selected Dealete Al

Figure 5-29 Wireless Access Control

The following table describes the parameters:

Field Description

The Selections are:

Disable: Disable the wireless ACL feature.

Allow Listed: When this option is selected, no wireless clients except
Wireless Access Control | those whose MAC addresses are in the current access control list will
Mode be able to connect (to this device).

Deny Listed: When this option is selected, all wireless clients except
those whose MAC addresses are in the current access control list will
not be able to connect (to this device).

MAC Address Enter client MAC address.

Apply Changes Click Apply Changes to add new settings; then it restarts.

Add Click to add MAC address to the Current Access Control List.
Reset Clear the settings.

Delete Selected Select the rows to be deleted from Current Access Control List.
Delete All Flush the list.
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This page allows advanced users who have sufficient knowledge of wireless LAN. These settings will not be

changed unless you know exactly what will happen for the changes you made on your fiber router.

Status Wizard

Advanced

Service Firewall Maintenance

+ Basic

+ SECiry

* MBSS0

» Access Conlrol List

= Aibanied

= WPS

Wireless Advanced Settings

These selings arganly Tof monz chnlcally advanced Users who have 5 sumcieat Enmsiedge atoulwireless LAN. These

gattings shauld hot be changes unlessvol knevWeswhat effectihe changes will have of ol Aceass Faint

Authentication Type:

Frag et Thieshobd:

RT% Tiweshald;

Baacoii il ervalk

LTIMY Imterval;

Drata Rt

Preamble Tvpa:

Bromicast S510:

Helay Blockmi:

Ethermet to Wireless Biockime

W1 Mutticast to Unicast:

Agreqation:

Shart Gl:

| Al

Cpan Systern Shared Key ® Auto

:2345
| 2347

[100

| (2562248
[0-2247)
[ r20-1024 s

[1-255)

= Larg Prambla Shaort Preamble

Enwmblad

Enablad

Enabiad

Enabiad

Enabiad

Enzbied

Enabiad

Disablad

& Disabled

= Disabled

Digahlad

Digahlad

Jgakled

Cizabled

Figure 5-30 Wireless Advanced
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5.3.3.6 WPS

Wi-Fi Protected Setup (WPS) is a push-button or pin to simplify a secure network set-up.

WPS (Wi-Fi Protected Setup)
Quick & Easy Wireless Connection

Status ] & Advanced Service Firewall Maintenance

Wi-Fi Protected Setup

Thig g aboks v B chanes B colling SesPs UEF Protecied Setipd: Lging this Ralurs cauld lefaur wdretass el
avfornically synomnine its setling and connact B theAccesa Poind i a minuls wihaubary hagalka
Disabla WS
WIS Status: Configurad LUnConfigerad
+ Baslc
Sefl-FIN Mumibeer; :I:IE norooy Fagenarate PIN |
+ Socurihy
Push Baston Comdiguration Start PEC
= MOSSH
» Access Confrod List Apply Changes m
k barnced £ Currant Kay Infa;
* WPS Rumh et ation Encryptian Ky
Jaen tena e
Slar PIM I

Figure 5-31 WPS

The following table describes the parameters:

Field Description

Disable WPS Enable or Disable the WPS function.

Self-Pin Number Click Regenerate Pin to reset automatically to obtain an 8-digit number.
Push Button Click the Start PBC button to connect from Wi-Fi dongle to device
Configuration automatically.

Start Pin Enter the Pin number to connect from device to Wi-Fi dongle.
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5.4 Advanced

In the navigation bar, click Advanced. On the Advanced page that is displayed contains Route, NAT, QoS,
CWMP (TR-069), Port Mappings and Others.

¢ ) W 802.11n Wireless Internet Fiber Router

Status Wizard Setup Adv ed Service Firewall Maintenance

Routing Configuration
This pagels used 0 conlipure e roding mmarmation. Hare yod can addicalate |F roubas

» Ltatic Houte Ensabile: =
» IPvE Static Route [rastmiation;
¢ RIR Subiwet Mask:

Hoesct Hop:

Metric:

Interface: x|

= Port Mapping

= Static Reuts Table:

Select State Destinatian Subaet Mask HNexiHop Metric iy

Figure 5-32 Advanced

5.4.1 Route

The Routing page enables you to define specific route for your Internet and network data. Most users do not
need to define routes. On a typical small home or office LAN, the existing routes that set up the default
gateways for your LAN hosts and for the fiber router provide the most appropriate path for all your Internet
traffic.

» On your LAN hosts, a default gateway directs all Internet traffic to the LAN port(s) on the fiber
router. Your LAN hosts know their default gateway either because you assigned it to them when
you modified your TCP/IP properties, or because you configured them to receive the information
dynamically from a server whenever they access the Internet.

» On the fiber router itself, a default gateway is defined to direct all outbound Internet traffic to a route at
your ISP. The default gateway is assigned either automatically by your ISP whenever the device
negotiates an Internet access, or manually by user to set up through the configuration. You may need to
define routes if your home setup includes two or more networks or subnets, if you connect to two or more

ISP services, or if you connect to a remote corporate LAN.
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5.4.1.1 Static Route

Click Static Route in the left pane and the page shown in the following figure appears. This page is used to
configure the routing information. You can add or delete IP routes.

Wizard Bervice Firewal| Maintenance

Rouwting Configuration

Thia page 4 esed o conbaure b ouling infoerrmaiion, Heme val can sdidelile 1P ol
[ Roue |

+ Stadlc Roke Fruashla:: -
» WP Shatic Hourte Drestination;
= RIP Subnet Mask:

Mext Hop:

Metric: i |

Inteaface; .

“ Port Mapping

oo Static Route Tahle:

Sebect Slale Destimation Subnet Mask HaxiHop Medric L1}

Figure 5-33 Static Route

The following table describes the parameters:

Field Description

Enable Click it to enable/disable the selected route or route to be added.

The network IP address of the subnet. The destination can be specified
as the IP address of a subnet or a specific host in the subnet. It can also
Destination be specified as all zeros to indicate that this route should be used for all
destinations for which no other route is defined (this is the route that

creates the default gateway).

Subnet Mask The network mask of the destination subnet.

The IP address of the next hop through which traffic will flow towards the

Next Hop
destination subnet.
Metri Defines the number of hops between network nodes that data packets
etric
travel.
Interface The WAN interface to which a static routing subnet is to be applied.
Add Route Add a user-defined destination route.
Update Update the selected destination route on the Static Route Table.
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Delete Selected Delete a selected destination route on the Static Route Table.

Click Show Routes and the page shown in the following figure appears. You can view the information of the

clients connected to the fiber router.

IP Route Table

This takle shows a list of destination routes commonly accessed by your network,

Destination Subnet Mask NextHop Interface
192168.1.1 255,255,255 255 i3 Ethernet1
1821681.0 2552552550 & Ethernet1

Figure 5-34 IP Route Table

5.4.1.2 IPv6 Static Route

Click IPv6 Static Route in the left pane and the page shown in the following figure appears. This page is used to
configure the routing information. You can add or delete IP routes.

Wizard Advanced Service Firewall Malntenance

|PvE Routing Configuration

m Thiz pEgE 15 Lead io conflgure 1he I routing Infomedion, Here you can entiosiee IPUE rowes
» Stalic Roude Destistion: |
= et Stetic Hoale Prefis Lengtis
iy Nest Hap: |
Tl T v

Add Route Debete Selected

=0 IPwE Static Rowte Table:

# Port Mapping
Select Destination HexiHop Interface

= Others

Figure 5-35 |IPv6 Static Route

The following table describes the parameters:

Field Description

‘ Destination ‘ Enter the IPv6 address of the destination device. ‘
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Prefix Length Enter the prefix length of the IPV6 address.

Enter the IPv6 address of the next hop in the IPv6 route to the
Next Hop o

destination address.
Interface The interface for the specified route.
Add Route Click it to add the new static route to the IPv6 Static Route Table.
Delete the Selected Select a row in the IPv6 Static Route Table and click it to delete the row.

5.4.1.3RIP

RIP is an Internet protocol you can set up to share routing table information with other routing devices on your LAN,
at your ISP’s location, or on remote networks connected to your network via the fiber. Most small home or office
networks do not need to use RIP; they have only one router, such as the Fiber Router, and one path to an ISP. In
these cases, there is no need to share routes, because all Internet data from the network is sent to the same ISP

gateway. You may want to configure RIP if any of the following circumstances apply to your network:

» Your home network setup includes an additional router or RIP-enabled PC (other than the Fiber Router).
The Fiber Router and the router will need to communicate via RIP to share their routing tables.

»  Your network connects via the fiber to a remote network, such as a corporate network. In order for your
LAN to learn the routes used within your corporate network, they should both be configured with RIP.

» Your ISP requests that you run RIP for communication with devices on their network.

Status

Service Firewall Maintenance

RIP Canfiguration

m Enabia the RIP if you are using this devica as 3 RiP-snabiad routar o commuanicate with athers using fe Rowing Infornstion
Profocal

+ Static Rowe
RIP: = on on | Agph

= [Pl Slatic Roule
Interface: L *
R Wershn RIF1 ¥
S Vil sion: RIF1 |

= Rip Config List:

# Paort Mapping

Sepect Interface Recw Wershin Send Werslon

Figure 5-36 RIP
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The following table describes the parameters:

Field Description

RIP You can select Off or On.
Apply Click it to save the settings on this page.
Interface Choose the router interface that uses RIP.

Choose the interface version that receives RIP messages. You can
choose RIP1, RIP2, or Both.

® Choose RIP1 to indicate the router receives RIP v1 messages.

® Choose RIP2 to indicate the router receives RIP v2 messages.

® Choose Both to indicate the router receives RIP v1 and RIP v2
messages.

The working mode for sending RIP messages. You can choose RIP1 or
RIP2.

® Choose RIP1 to indicate the router broadcasts RIP1 messages only.
® Choose RIP2 to indicate the router multicasts RIP2 messages only.

Recv Version

Send Version

Add Click it to add the RIP interface to the Rip Config List.

Delete Select a row in the Rip Config List and click it to delete the row.
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5.4.2 NAT

Choose Advanced > NAT and the page shown in the following figure appears. The page displayed contains DMZ,
Virtual Server, ALG, NAT Exclude IP, Port Trigger, FTP ALG Port, and NAT IP Mapping.

5.4.2.1 DMZ

Demilitarized Zone (DMZ) is used to provide Internet services without sacrificing unauthorized access to its local
private network. Typically, the DMZ host contains devices accessible to Internet traffic, such as web (HTTP)
servers, FTP servers, SMTP (e-mail) servers and DNS servers.

Click DMZ in the left pane and the page shown in the following figure appears. The following describes how to
configure manual DMZ. Enter an IP address of the DMZ host. Click Apply Changes to save the settings on this
page temporarily.

Wizard Advanced Firewall Maintenance

oMz

A Diernilizarzad Zoae is used o prodde Inemet caracas without sacrneing unauhorzed sceessto e lo0sl prvabe netaark

m yalcally tha UM host cantaing dewvicas arcessiblede intarnet frame, such as Web (HI 12 ) earvare, £ 1F sarars, SMEF de-mzil

serers and DHE senees

= NAT
= MIM7 WAN hiterface: any ¥
= Wirual Sendsar DMZ Host [P Address:
s ALG
sooyconges J st
» NAT Frchude I
3 Catrent M7 Table:
> Port Trigger P ———

Salact WA Imarface LE I
= FTP ALG Poat

» NatIP Mopiiig Delete Selected

Figure 5-37 DMZ

The following table describes the parameters:

Field Description

WAN Interface Choose a WAN Interface.

DMZ Host IP Address Enter an IP address of the DMZ host.

Current DMZ Table A list of the previously configured DMZ information.

Apply Changes Click Apply Changes to add new settings.

Reset Clear the settings.

Delete the Selected Select the number of rows from the Current DMZ Table to be deleted.
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5.4.2.2 Virtual Server

Internet users would not be able to access a server on your LAN because of native NAT protection.The “virtual
server” feature solves these problems and allows internet users to connect to your servers.

Maintenance

Virtual Server
Thignacs allows yod conig »:usl Serernso olnerd can stiassihe senverihnough the Satewsy.

s« NAT Seavice Types
s DMZ * Usual Servce Hame: aute v
F Mirisal Serv ser-defined Serice Marse:
» ALG i
! Protocol: ToR v |
= HAT Exclads [P
WWAN Setti; Irvle=Tiak |
= Port Trijger
WAN Interface: any T
= FTP ALG Port
WAHN Pran: 113 i, B00T 500
+ Mat IP Mapping
LAM Open Porm: ‘1-‘:-':'“

LAM IP Mufdlress:

Apphy Chanpes

2+ Current Virual Server Forwarnding Tahle:

= Port Mapping

Sedver Nams Protocol Local P Address Local Port VAN IP Address VWANFPMt  State  Action

Figure 5-38 Virtual Server

The following table describes the parameters:

Field Description

You can select the common service type, for example, AUTH, DNS or
FTP. You can also define a service name.

o If you select Usual Service Name, the corresponding parameter

Service Type has the default settings.
® If you select User-defined Service Name, you need to enter the
corresponding parameters.
Protocol Choose the transport layer protocol that the service type uses. You can
choose TCP or UDP.
WAN Setting You can choose Interface or IP Address.

WAN Interface Choose the WAN interface that will apply virtual server.

WAN Port Choose the access port on the WAN.

LAN Open Port Enter the port number of the specified service type.

Enter the IP address of the virtual server. It is in the same network

HANIPAellese segment with LAN IP address of the router.
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5.4.2.3 ALG

An application layer gateway (ALG) is a feature that enables the gateway to parse application layer payloads and
take decisions on them. ALG is typically employed to support applications that use the application layer payload
to communicate the dynamic Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) ports on
which the applications open data connections. Such applications include the File Transfer Protocol (FTP) and
various IP telephony protocols.

Maintenance

Status Wizard Advanced Service Firewall

MAT ALG and Pass-Through

Selup NAT ALG and Pass-Through configuralion

% MAT IPSec Pass-Tiwoughs + Enable
* DiMZ LZTP Pass-Thi oughic * Enable
» Virtual Server PPTP Pass-Throuph: ¥ Enable
» ALG FTP: < Enable
» MAT Excluds IP Hizx ¥ Enable
» Port Trigger S * Enahle
= FIP ALG Port RTSP: ¥ Enable
= Mat IP Mapping 1ca: ¥ Enable

LB # Enzble

oy coomes | s

% Part Mapping

Figure 5-39 ALG
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5.4.2.4 NAT Exclude IP

NAT improves network security in effect by hiding the private network behind one global and visible IP address.
NAT address mapping can also be used to link two IP domains via a LAN-to-LAN connection. Network Address
Translation (NAT) is the method by which the Router shares the single IP address assigned by your ISP with the
other computers on your network. This function should only be used if your ISP assigns you multiple IP addresses
or you need NAT disabled for an advanced system configuration.

If you have a single IP address and you turn NAT off, the computers on your network will not be able to access the
Internet. Other problems may also occur. Turning off NAT will disable your firewall functions.

Status Wizard Advanced Sarvice Flrewall Maintenance

MAT EXCLUDE IP
Thes page iz used eorfio som e sourceip adcmsswhich ase he purge oule rmocs when access miaernal hrough 3
spacified inlerface

Imerface: b
» DME
P Haangpe: =
» Virtual Sarver
» ALG Apply Changes m
» MAT Exclude IP 7 Curremt MAT Exclude [P Table:
* Port Trigigier WAN Intertace Lowi P High 1P Action
> F1P ALG Port
» Mot P Mapping

~ Gos

= Paort Mapping

Figure 5-40 NAT Exclude IP

61



@ PLANET

Netwarking & Communication User Manual of FRT-415N

5.4.2.5 Port Trigger

Some applications require multiple connections, like Internet games, video conferencing, Internet calling and so
on. These applications cannot work with a pure NAT Router. Port Trigger is used for some of these applications
that can work with an NAT Router.

Status Wizard AdVancet Service Firewall Maintenance

Mat Port Trigger
Entries inthis table areused o resiict cestain wpas of data packets fmom yaur local nesaork to inbarmat thrauen the Eateay, Lse
af such fillers can i balp il i socgeing ar cesieding saur el pebsnrk

¥ NAT

Mat Part Trigger: Enabla ® Digable

» DM

3 Virtual Server Appiy Changes

* ALG Bpplication Type:

* NAT Exclute [P = Usual Appllcsilon Name: Saleci Ona r

= Podat Trighe

Lrger-detimed Appeication Mame;

= FTP ALG Part

E LN gmp:‘ri“‘:" End Wiatch Part Trigger Pratocol Stari Relate Porl Fid Felate Port OpenProtacol Nt Type
UDP r LIDF v | | oulgoing

= Qos 1 || mulzning |
[oe . LIDF * | | oulgning * |
[vpe v UDF v | [outgomg v

= Port Mapping _— _pl | aiarnd
. | [uok v [outgaing ¥
[ LUDF v i Y| [outgoing |
| vop v ad * | |outgging * |
| up r LIOF v | | aulgaing
i LinpP ¥ LIDR T ' oulgoing ¥

Figure 5-41 Port Trigger

Click the Usual Application Name drop-down menu to choose the application you want to set up for port
triggering. When you have chosen an application the default Trigger settings will populate the table below.

If the application you want to set up isn't listed, click the User-defined Application Name button and type in a
name for the trigger in the Custom application field. Configure the Start Match Port, End Match Port, Trigger
Protocol, Start Relate Port, End Relate Port, Open Protocol and Nat Type settings for the port trigger you
want to configure. When it is finished, click the Apply changes button.
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5.4.2.6 FTP ALG Port

FTP uses two communication channels, one for control commands and one for the actual files being transferred.
When an FTP session is opened, the FTP client establishes a TCP connection (the control channel) to (usually)
port 21 on the FTP server. What happens after this point depends on the mode of FTP being used.

Service Firewall Malntenance

FTP ALG Configuration
Thi= page 5 used ocanfguie FTR Sereer ALG amd FTR Clant ALG oS

= DN7

Add Nest Parts Delete Selected DestPort
= Winal Sensed

= FTP BALG ports Tahle:
+ ALG

Salerct Parts
> NAT Exclude 2
21

= Port Triggear
= FTP BLG Port
= Mat IP Mapping

Figure 5-42 FTP ALG Port

The following table describes the parameters:

Field Description

FTP ALG port Set an FTP ALG port.
Add Dest Ports Add a port configuration.

Delete Selected Dest
Port

Delete a selected port configuration from the list.
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NAT is short for Network Address Translation. The Network Address Translation Settings window allows you to
share one WAN IP address for multiple computers on your LAN. Click NAT IP Mapping in the left pane and the

page shown in the following figure appears.

Entries in this table allow you to configure one IP pool for specified source IP address from LAN, so one packet

whose source IP is in range of the specified address will select one IP address from the pool for NAT.

Wizard

Service Firewall Maintenance

MAT IP MAPPING

Entries i hig fabli sl oo o canfig oae 1P pool B sgeciied sounee ip ademess from lan so che pachelshichs soune ipis in

s MAT

+ DME

= Wirtual Server

> ALG

= NAT Exclude I

> Port Inigger

range cTife epached adonese Wl select ane P address ok aootfor MAT

Type: anet-ona 7]
Local Start 1Pz
Local Eml IF;

Global Start IP;

Global Bnd [P

> FTP ALG Pant
wooycrorge § st

> Hat IP Meajpng

20 Current MAT 1P MAPPING Table:

The following table describes

Local Stan P Lacal End IP Global Stan P Glabal End IP Action

Detete Selected | Devete A |

Figure 5-43 NAT IP Mapping

the parameters:

Field Description

Type

There are four types: One-to-One, Many-to-One, Many-to-Many and
One-to-Many.

Local Start & End IP

Enter the local IP Address you plan to map to. Local Start IP is the
starting local IP address and Local End IP is the ending local IP
address. If the rule is for all local IPs, then the Start IP is 0.0.0.0 and the
End IP is 255.255.255.255

Global Start & End IP

Enter the Globe IP Address you want to do NAT. Global Start IP is the
starting global IP address and Global End IP is the ending global IP
address. If you have a dynamic IP, enter 0.0.0.0 as the global Start IP.

NAT IP Mapping Table

This displays the information about the Mapping addresses.
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5.4.3 QoS

TheFRT-415N provides a control mechanism that can provide a different priority to different users or data flows.
The QoS is enforced by the QoS rules in the QoS table. A QoS rule contains two configuration blocks: Traffic
Classification and Action. The Traffic Classification enables you to classify packets on the basis of various fields in
the packet and perhaps the physical ingress port. The Action enables you to assign the strict priority level and
mark some fields in the packet that matches the Traffic Classification rule. You can configure any or all fields as

needed in these two QoS blocks for a QoS rule.

Service Firewall Maintenance

IP Qos

IP Qos; & disable enakl

Figure 5-44 QoS Disable

Enable QoS and click Apply to enable IP QoS function. Click add rule to add a new IP QoS rule.

Wizard RO ancet Bervice Firewall Maintenance
P QoS
1P 105: disable %1 ensale
* Qos T ——
Schwedige Mode: | strlct prar ¥

r oS

» lrathc Shaping m

) Gas Bule List

src MAC dest MAC srcip short dast IP ¥ et prato ply port
« Port Mapping
=i QoS Rule List{Contioue)

PP TS NECP T 20X 1p

Mark  Mark  Mark  Mark Mark o

IPP [} DECP L= H0ZAp  Pnor

=

Figure 5-45 QoS Enable
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5.4.4 CWMP (TR-069)

Choose Advanced > CWMP and the page shown in the following page appears. On this page, you can configure
the TR-069 CPE.

Wizard Advanced service Firewall Maintenance

TRO68 Configuration

This page iz vsed te configure the TR-085 CPE. Hara yvou miay change the salting far the ACSS paramelars.
ACS:
Enable:
URL: Intp172.21.70 4 arcpeizpdi 23
User Hame: Eadm n

+ Part Mapping Password: fadmin

Periodic Wiform Enable: Dizable "® Enahle
Periodic Inform iterval: §3|:|':| EEI T

Connectiod Request:

User Hame: ;-a-:lm‘ n

Password: Eau:l.'n n

Path; s

Porl: 7547

Debuig:

ACS Cenmicates CPE: ® Mo Yes

Show Message: = Digahble "' Enable

Figure 5-46 CWMP

The following table describes the parameters:

Field Description

ACS

Enable Enable/Disable the function to access.

URL The URL of the auto-configuration server to connect to.
User Name The user name for logging in to the ACS.

Password The password for logging in to the ACS.
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Periodic Inform Enable

Select Enable to periodically connect to the ACS to check whether the
configuration updates.

Periodic Inform Interval

Specify the amount of time between connections to ACS.

Connection Request

User Name The connection username provided by TR-069 service.
Password The connection password provided by TR-069 service.
Debug

Show Message

Select Enable to display ACS SOAP messages on the serial console.

CPE sends GetRPC

Select Enable to enable the router to contact the ACS to obtain
configuration updates.

Skip MReboot

Specify whether to send an MReboot event code in the inform
message.

Delay

Specify whether to start the TR-069 program after a short delay.

Auto-Execution

Specify whether to automatically start the TR-069 after the router is
powered on.
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5.4.5 Port Mapping

The FRT-415N provides multiple interface groups. Up to five interface groups are supported including one default
group. The LAN and WAN interfaces could be included. Traffic coming from one interface of a group can only be
flowed to the interfaces in the same interface group. Thus, the FRT-415N can isolate traffic from group to group for
some applications. By default, all the interfaces (LAN and WAN) belong to the default group, and the other four
groups are all empty. It is possible to assign any interface to any group but only one group.

Wizard dvancec Firewrall Maintenance

Port Mapping Configuration
To reanlpulate & mapplng group:
CSelEth & group Troon the table
2 Seledt indemacas from e avalablaftocaad interface list and add b the graupedizallable inetacs Hstusing 1he aros
butong 1o fmanipulals e required msgaing orthe pots
3 ChekShaply Changes Buton b s S chang

Mate thal the selected iMerface s will be emesas) from thelr existing grosps amd added (o the new gr o,

= s
* Port Mapping Dizatble Enaale
+ Parl Rapping
Wi
— Julurd
Lk B |

Figure 5-47 Port Mapping

The following table describes the parameters:

Field Description

Click the radio button to enable/disable the interface group feature. If

Enabled/Disabled ) )
disabled, all interfaces belong to the default group.
To manipulate a mapping group:
1. Select a group from the table.
Interface groups 2. Select interfaces from the available/grouped interface list and add it

to the grouped/available interface list using the arrow buttons to

manipulate the required mapping of the ports.
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5.4.6 Others

Choose Advance > Others and the page shown in the following figure appears. The page displayed contains
Bridge Setting, Client Limit, Tunnel, Telnet and Others.

5.4.6.1 Bridge Setting

Choose Advance > Others > Bridge Setting and the page shown in the following figure appears. This page is
used to configure the bridge parameters. You can change the settings or view some information on the bridge
and its attached ports.

Service Maintenance

Bridge Seatting

This paga iz uzed o configuna the fridoa paramabars. B2re yoo can change fhe ssfngs o vaw some informalion on the bridga
And its atlachad porls
Ageing Tmme; 200 (Eaconds)
0L Spanning Tres: = Dizatled Snabilied
# Port Mapping Apsly Changos | Show MACS |

+ Bridge Setting

Figure 5-48 Bridge Setting

The following table describes the parameters:

Field Description

. : If the host is idle for 300 seconds (default value), its entry is deleted
Aging Time )
from the bridge table.
You can select Disable or Enable.
802.1d Spanning Tree Select Enable to provide path redundancy while preventing undesirable
loops in your network.
Show MACs Click it to show a list of the learned MAC addresses for the bridge.
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Click Show MACs and the page shown in the following figure appears. This table shows a list of learned MAC
addresses for this bridge.

Forwarding Table

MAC Address Port Type Aging Time
01:80:c2:00:00:00 0 Static 300
01:00:5e:00:00:09 0 Static ann
00:30:47.29:48:80 109 Cwnamic 300
00:1e:BE6a:a0:95 102 Cwnarmic 300
a8:f7e0:00:10:00 0 Static 300
01:00:5e:00:00:fh 1] Cwniarmie 240
iRIRIRIRIA 0 Static 300

avoan [ “coe |

Figure 5-49 Forwarding Table
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5.4.6.2 Client Limit

Choose Advance > Others > Client Limit and the page shown in the following figure appears. This page is used
to configure the capability of forcing how many devices can access the Internet.

Status Wizard Advanced Service Firewall Maintenance

Client Limit Configuration
This pageis usad o configura e capabiliby of fores o many devica canaccass 10 infarnet

Client Limit Capability: Dizahle  '* Enahle

Maximmnm Devices: f.

+ Port Mapping

+ Buidge Selling

» Chent Lt

Figure 5-50 Client Limit

The following table describes the parameters:

Field Description

Enable/Disable the function to access
Client Limit Capability

If enabled, maximum devices would be 32; default is 4.
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5.4.6.3 Tunnel

Choose Advanced > Others > Tunnel and the page shown in the following figure appears. This page is used to
configure the IPv6 with LAN to transfer to IPv4.

Service Firewall Maintenance

Tunnel Configuration

This pags is usad lo configusa ¥8ired lunnal orvdired lunna

Va4 Tunnek

Ensalle:

Interface: v {onky suppart IPv4 Wan Interface)
+~ Part Mapping Mode: Elod Tunnal ¥
¥ Others
» Bridge Setting Apply Chenges
= Chent Limit

DE.Lite Tunnelk
+ Tumnel

(=TT
» Telnel

Interface: v (DNl suppart IP9E Wan Interace)
» Others

Mode: Ao )

Apply Changes

Figure 5-51 Tunnel

The following table describes the parameters:

V6inV4 Tunnel

Field Description

Enable Enable or Disable the V6inV4 Tunnel.

Interface Name Select the current WAN interface used as tunnel interface.
Mode 6to4 Tunnel or 6rd Tunnel.

DS-Lite Tunnel

Field Description

Enable Enable or disable the DS-Lite tunnel.

Interface Select the current WAN interface used as tunnel interface.
Mode Auto or manual.
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5.4.6.4 Telnet

Choose Advanced > Others > Telnet in the left pane and the page shown in the following figure appears. You
can enable or disable the Telnet function on this page.

Status Wizard Advanced Service Firewall Maintenance

Telnet Configuration

this page |3 o520 o contigure t2inetl Tunclion.

LU H ® Dsakie Enzble

= Port Mapping

¢ Baidhipe Setting

= Client Ligni
= Tunel

+ Telnet

Figure 5-52 Telnet

5.4.6.5 Others

Choose Advanced > Others > Others in the left pane and the page shown in the following figure appears. You
can enable half bridge so that the PPPoE or PPPoA connection will set to Continuous.

Wizard Advance Service Firewall Maintenance

Other Advanced Configuration
Hireyol can st oier miscalianeaus advancad settings

Half Bridme: When anable Half Bridge, that PPPoE(PPRoA)'s commection type will set to Continuows.

Half Bridge: ® Dizabla Engble

Intertace: ¥ |

I

« Port Mapping

* Hridge Setting
= CHent Limi

= Tunnel

+ Telnet

» Dthers

Figure 5-53 Others
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5.5 Service

In the navigation bar, click Service. On the Service page that is displayed contains IGMP, UPnP, DNS and
DDNS.

5.5.1 IGMP

5.5.1.1 IGMP Proxy

Choose Service > IGMP and the page shown in the following figure appears. IGMP proxy enables the system to
issue IGMP host messages on behalf of hosts that the system discovered through standard IGMP interfaces. The
system acts as a proxy for its hosts after you enable it.

Advanced Sandice Firewall Maintenanece

IGMP Proxy Configuration
IGHP proes enables he seslen o issie IGRP hoat messagas of Bebalrar hesks hal e Seslem discavered Birough standard
IGKIF Interacaes, The AEm B019 A% & pR0Ey TOF ke hasts wilkan vou enable i oy dolng e Tollows

Enable 13MF giroey-on BN interace (dpeiraamm, which coanecid tooa redter ainming 1SME

¢ IGMP Proxy Enzble (G on LAM infarfzoe dewasireaml, which connects 1o it hosts,

A IGMP Prasy: Dissala ® Enabia
Taulticast Allowad: Dizgale ® Enabla
Raolwest Couni: ¢_
Last Mernber Query Count: 1 ]
ouery IiMensal: 160 | izeconds)
Cuery Response Intervak: f1_ 00 130ms)
Group Leave Delay: 12000 [rmEd

s

Figure 5-54 IGMP Proxy

The following table describes the parameters:

Field Description

The Internet Group Management Protocol. Enable/Disable the function
IGMP Proxy
to access.
Multicast Allowed Enable/Disable the function to access.
Robust Count Robust factor of the IGMP Proxy Counter.
The last-member query interval is the maximum amount of time between
group-specific query messages, including those sent in response to
Last Member Query : .
S leave-group messages. You can configure this interval to change the
oun
amount of time it takes a routing device to detect the loss of the last
member of a group.
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The amount of time between IGMP General Query messages sent by
Query Interval ) . ) ]
the router (if the router is a querier on this subnet).

The maximum amount of time in seconds that the IGMP router waits to
receive a response to a General Query message. The query response
Query Response Interval | interval is the Maximum Response Time field in the IGMP v2 Host
Membership Query message header. The default query response
interval is 10 seconds and must be less than the query interval.

The amount of time in seconds that the IGMP router waits to receive a

response to a Group-Specific Query message. The last member query
Group Leave Delay . ) o .
interval is also the amount of time in seconds between successive

Group-Specific Query messages.

5.5.1.2 MLD

MLD means Multicast Listener Discovery -- its component of the IPv6. MLD is used by IPv6 routers for
discovering multicast listeners on a directly-attached link, much like IGMP being used in IPv4.

Wizard Advanced Service Firewall Maintenance

MLD Configuration

m MLD Prosy and Snooping can be cordigured here
= 1GMP Piosxy LD prosgy. * Disable Enabli
» MLD MLD snooping: * [Dicable Enahie

Robust Counter: 2

-
m Query Reaponse Interval: (10000 (milizecans)
Response Interval of Last Group Member: 1 (e

appyCranges [ Cancel |

Figure 5-55 MLD

The following table describes the parameters:

Field Description

MLD Proxy can be used to support IPv6 multicast data. Enable/Disable

MLD Proxy ]
the function to access.
Snooping is an IPv6 multicast constraining mechanism that runs on
. Layer 2 devices to manage and control IPv6 multicast groups. By
MLD Snooping

analyzing received MLD messages, a Layer 2 device running MLD
Snooping establishes mappings between ports and multicast MAC
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addresses and forwards |IPv6 multicast data based on these mappings.
Multicast Listener Discovery Snooping (MLD). Enable/Disable the
function to access.

Robust Counter Robust factor of the MLD Counter.

The amount of time between IGMP General Query messages sent by

Query Interval ! . . .
the router (if the router is a querier on this subnet).

The maximum amount of time in seconds that the IGMP router waits to
receive a response to a General Query message. The query response
Query Response Interval | interval is the Maximum Response Time field in the IGMP v2 Host
Membership Query message header. The default query response
interval is 10 seconds and must be less than the query interval.

The amount of time in seconds that the IGMP router waits to receive a
Response Interval of response to a Group-Specific Query message. The last member query
Last Group Member interval is also the amount of time in seconds between successive
Group-Specific Query messages.

5.5.2 UPnP

Choose Service > UPnP and the page shown in the following figure appears. This page is used to configure
UPnP. The system acts as a daemon after you enable it.

Wizard Advanced Service Firewall Maintenance

UPnP Configuration

This page Is gsedto configure LIFRF The system acls a5 a Geemonwien wau enable PP
» PoP WAN Intedface: v

Figure 5-56 UPnP
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5.5.3 DNS

Domain Name System (DNS) is an Internet service that translates the domain name into IP address. Because the
domain name is alphabetic, it is easier to remember. The Internet, however, is based on IP addresses. Every time
you use a domain name, DNS translates the name into the corresponding IP address. For example, the domain
name www.example.com might be translated to 198.105.232.4. The DNS has its own network. If one DNS server
does not know how to translate a particular domain name, it asks another one, and so on, until the correct IP
address is returned.

Choose Service > DNS. The DNS page that is displayed contains DNS and IPv6 DNS.

5.5.3.1 DNS

Click DNS in the left pane and the page shown in the following figure appears.

Advanced SBryice Flrewall Malntenance

DS Configuration

This page is used o configurs the OHE server ip sddiesses for DMNE Ratay,

* pttain DNS Autormatically

Set DMS Manuadhy
+ DNS NS 1: 0000 i
il to ONS 2:
ONS 3:

Apply Changes Reset Selected

Figure 5-57 DNS

The following table describes the parameters:

Field Description

Select it, and the router accepts the first received DNS assignment from
one of the PPPoA, PPPoE or MER enabled PVC(s) during the
connection establishment.

Attain DNS
Automatically

Select it to enter the IP addresses of the DNS 1, DNS 2, DNS 3, servers

Set DNS Manually
manually.
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5.5.3.2 IPv6 DNS

Advanced Service Firewall Maintenance

[PvE DNS Configuration

Thiz pape 15 vsed to configure the DNE server ipvE addresses

= Atain DNS Awtonsatica iy

Set DNS Manually
: DNS
s IPvE DNS DS 1 | irfertac e v
NS = i e v
NS 3 AETacE: v

sopy cronges | et soece |

Figure 5-58 IPv6 DNS

The following table describes the parameters:

Description

Select it and the router accepts the first received DNS assignment from
one of the PPPoA, PPPoE or MER enabled PVC(s) during the
connection establishment.

Select it and enter the IP addresses of the primary and secondary DNS
server.

Attain DNS
Automatically

Set DNS Manually
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5.5.4 DDNS

Click DDNS in the left pane and the page shown in the following figure appears. This page is used to configure the

User Manual of FRT-415N

dynamic DNS address from DynDNS.org, TZO, PHDNS, NO-IP or PlanetDDNS. You can add or remove to
configure dynamic DNS. The Planet DDNS is free for customers

Status

Advanced Firewall Maintenance

= DDONS

Dynamlc DNS Conflguration
Thes page 15 used 1o canfigura the Denamic DHE sddress from DyrChS, org, TE0 #HOMS or ®lapat =arewou can SddHemave
locenfgure Cemamic SRS

DRINS i ol ; FlanaiDDME.com ¥
Hostmame:

Interface: |

E il r

Usarmame; adrriir

Pagsword: (T

[ o || Romove

0 Dynamic DONS Table:

Sedect Statie S Hastiaimie st miaima: IieiTace

Figure 5-59 DDNS

The following table describes the parameters:

Field Description

DDNS provider

Choose the DDNS provider name. You can choose DynDNS.org, TZO,
PHDNS, NO-IP or Planet.

Host Name The DDNS identifier.

Interface The WAN interface of the fiber router.
Enable Enable or disable DDNS function.
Username The name provided by DDNS provider.
Password The password provided by DDNS provider.

First of all, please go to http://www.planetddns.com to register a Planet DDNS account, and refer to the FAQ

(http://www.planetddns.com/index.php/faq) for how to register a free account.
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o

(JPLANET
{3 PLANETDD!

Sign in

e |

o |
590 in)

Forgollen Pasaword 7 Creale & Mew Account

To select Service > DDNS

Dynamic DNS Configuration
This page is used to configura the Dynamic DNS address from CynDRS arg TZ0, PHONE ar Planet. Here youcan AddiBemove
to canfigura Dynamie DMNE

R omorge v
Hostname: |

Interface: | n ¥

Enable: o

Step 1. Select Planet DDNS

Dynamic DNS Configuration
This page 15 used o configure the Dynamic DS address from DnD&S.org TZ0 PHDNS or Planel Here vou can AddiRemove
to canfigure Dynamic DMNS.

DONS provider: | PlanetDDMNS.com ¥
DynDMS.org
Hosthame: TZ0
PHDNE
KO- 1P
lidevrare.
PlanelEasyDONS
Enable: L4

Step 2. Type the User Name for your DDNS account.
Step 3. Type the Password for your DDNS account.
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Username: irusername |

r
Password: | |

Apply the settings and ensure you have connected the WAN port to the Internet. In a remote device, enter the
Domain Name to the internet browser’s address bar.

R

ef- "! =2 http://username.planetddns.com/| P~0a

You can go to My Devices page of Planet DDNS website to check if the “Last Connection IP” is displayed. This
indicates your DDNS service is working properly.

(JPLANET

{3 PLANETDDNS

My Device

i

1 ICAHM3E wirelesstest  device 210.61.134.82 ] r 4 s
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5.6 Firewall

Choose Service > Firewall and the Firewall page that is displayed contains MAC Filter, IP/Port Filter, URL Filter,
ACL, DoS and Parent Control.

5.6.1 MAC Filter

Click MAC Filter in the left pane and the page shown in the following figure appears. Entries in the table are used
to restrict certain types of data packets from your local network to Internet through the gateway. These filters are
helpful in securing or restricting your local network.

Advanced Service Maintenance

MAC Filtering

Enlbrieg in this bl are wead o resticl corlain bpes of dala packals Foreopour Ioeal neteark o lobarme? hrough e Galisny Lgi
of suchfillers can be halafil i sacaring orrestricting swour lecal neseork
+ MAC Filles
Castyoing (efault Policy Dary "= Al
Incarmlng Default Pallcy Dary = Allows
* URL Fliter m
Direction: Culgalng ¥ |
Action: = Dany ' Allow
Source MAC: I | (. DOEOSETI 052)
Destiation MAC: (&n NOEQSETI DS

=) Current MAC Fikier Table:

Sedect Directian Saurce MAC Destination MALC Actian

Figure 5-60 MAC Filter

The following table describes the parameters:

Field Description

Outgoing Default Policy | Specify the default action on the LAN to WAN bridging/forwarding path.

Incoming Default Policy | Specify the default action on the WAN to LAN bridging/forwarding path.

Direction Traffic Outgoing/Incoming direction.
Action Deny or allow traffic when matching this rule.
Source MAC The source MAC address must be xxxxxxxxxxxx format.

Destination MAC The destination MAC address must be xxxxxxxxxxxx format.
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5.6.2 IP/Port Filter

5.6.2.1 IP/Port Filter

Click IP/Port Filter in the left pane and the page shown in the following figure appears. Entries in the table are
used to restrict certain types of data packets through the gateway. These filters are helpful in securing or
restricting your local network.

Wizard Advanced Service Maintenance

IPIPgrt Filtering
=nlries i iz table zra usec 1o esttidt cedaln whes 07 data packet= Trom vodr local netbort 1o IMemet hrodgh the Galewsay Usa
m af such lters can e helptul In Securng or restieing sour Ines! pebaiork
» IP/Port Filter
Rulle Acthon: = Parmit Deny
» IPPort Fitter
WM I eaface: Ary ¥ |
» IPh Poxl Fillea
Protocol: IF v
% URL Filter it cian: Upstrearn 7
« ACL
Source 1P Address: | Mask Adilress: 255, 256.055, 255
Dast IP Adde ess: Mask Adddress: 155,255 155 265
SPoat: - DPort: =
Enable; i

ok Cavret Filter Table:

Fule  Wanht Protecol  Source IPTdask SPort Dest IPTask 0 Sy | Stite Direction  Action

Figure 5-61 IP/Port Filter

The following table describes the parameters:

Field Description

Rule Action Permit or deny traffic when matching this rule.

WAN Interface Select the WAN interface of the fiber router.

Protocol There are 4 options available: IP, ICMP, TCP, and UDP.
Direction Traffic forwarding direction.

The source IP address assigned to the traffic on which filtering is
Source IP Address

applied.
Mask Address Subnet-mask of the source IP.
S Port Starting and ending source port numbers.

The destination IP address assigned to the traffic on which filtering is
Dest IP Address

applied.
Mask Address Subnet-mask of the destination IP.
D Port Starting and ending destination port numbers.
Enable Enable/Disable the function to access.
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5.6.2.2 IPv6/Port Filter

Status Wizard Advanced Service Firewa Maintenance

IPwaIPort Filtaring

Entesinthiztable zre usedio resict cedaln Wpes af covh tels SAcKELS o your local netesork to mermat troudh 1he SelewEy.
4 MAC Filter Uszeof such fiters tan a2 helpiul in Securing ar restnoling your locat nesors
+ |P/Port Filter
Oty olng Default Pallcy Fermit  Deny
= |PPort Filter
Inc:oming D elanll Policy Permilt  Dieny
» |PvEPort Filter
¥ URLFifter Fule Action ® Parmil ) Dany
. . % ¥ P—
Sowrce IPvi Address: | Predi: Lengtic
Dt PG Aok o [ Prefix Lengthc
SPart: - | DPart:
Enahsle: L

o0 Current Filter Table:

Fagle  Protocol  Source IPVGPrex  SPort Dest IPvEPreflx  DPot ICMPGType  State Directiom  Action

Figure 5-62 |Pv6/Port Filter

The following table describes the parameters:

Field Description

Rule Action Permit or deny traffic when matching this rule.

Protocol There are 4 options available: IPv6, ICMP6, TCP, and UDP.
ICMP6 Type Select the PING6 type.

Direction Traffic forwarding direction.

The source IP address assigned to the traffic on which filtering is
Source IPv6 Address

applied.
Prefix Length Subnet-mask of the source IP.
S Port Starting and ending source port numbers.

The destination IP address assigned to the traffic on which filtering is
Dest IPv6 Address

applied.
Prefix Length Subnet-mask of the destination IP.
D Port Starting and ending destination port numbers.
Enable Enable/Disable the function to access.
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5.6.3 URL Filter

Click URL Filter in the left pane and the page shown in the following figure appears. This page is used to block a
fully qualified domain name, such as tw.yahoo.com and filtered keyword (yahoo). You can add or delete fully

qualified domain name and filtered keyword.

Advanced Service Maintenance

LIRL Blocking Configuration

Thiz pagsis used 1o :-:-nr'g;me the filtared kevwword. Here you can addidelste filtersd keyeord

= MAGC Filter

URL Blocking Capalslify: *® Disable Enabile
* URL Filter

Apply Changes
# LRL Filte

Hewword: |

AddHeywaord edete Selected Heyword

2 URL Blocking Tabla:

Belact Filtzrad Kestsannd

Figure 5-63 URL Filter

The following table describes the parameters:

Field Description

You can choose Disable or Enable.

® Select Disable to disable URL blocking and keyword filtering

URL Blocking Capability function.

® Select Enable to block access to the URLs and keywords specified
in the URL Blocking Table.

Keyword Enter the keyword to block.

Add Keyword Click it to add a URL/keyword to the URL Blocking Table.

Delete Selected
Keyword
URL Blocking Table A list of the URLs to which access is blocked.

Select a row in the URL Blocking Table and click it to delete the row.
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5.6.4 ACL

5.6.4.1 ACL

Choose Service > ACL and the page shown in the following figure appears. On this page, you can permit the
data packets from LAN or WAN to access the router. You can configure the IP address for Access Control List
(ACL). If ACL is enabled, only the effective IP address in the ACL can access the router.

If you select Enable in ACL capability, ensure that your host IP address is in ACL list
before it takes effect.

Wizard Advanced W Maintenance

ACL Configuration

You cah sascly which semlees'are accessable formn LAN ar WAl side

Erdriges i thig AL table are gsad (0 pornil cerain pes of dal packels oo iocal neteocs or Inlarmel feteoss 0 the
Hatgway
L1z 1} BT sich access contral Caa e |'F||'II'II| |F A2 CURRGE O Teain "'|i|"lﬂ tria Gateway managhent
Direction Select: = LAM WVIRAM
= ACL
LAN ACL Swilche Enable = Disable
: IPvE ACL
Apph
IP Adiiress: - | The 12 0.0.0.0 regrasant any 1P )
Sendces Allowed:
* Ay

=) Current ACL Table:

Select Direction IP Addressinterface Semvice Port Action

Figure 5-64 ACL

The following table describes the parameters:

Field Description

L Select the router interface. You can select LAN or WAN. In this
Direction Select )
example, LAN is selected.

LAN ACL Switch Select it to enable or disable ACL function.

Enter the IP address of the specified interface. Only the IP address that

IP Address is in the same network segment with the IP address of the specified
interface can access the router.
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: You can choose the following services from LAN: Web, Telnet, SSH,
Services Allowed
FTP, TFTP, SNMP, or PING. You can also choose all the services.
Add After setting the parameters, click it to add an entry to the Current ACL
Table.

If WAN is selected in the field of Direction Select, the page is shown in the following figure.

Advanced Service irewall Maintenance

ACL Conflguration
You censpaciy which samces are accessabie form LAkl or Was] side
+ MAC Filter Enlrigs in this ACL table are veed o permil cerain bpes of dats packels fram ywour focal neteads or Intgrnel nateark (o the
Gateway
4 IP/Port Filtar Usinp of suchaccvess conbrol van be helphll in s2curing ar restrickng the Gateway managment
+ URL Filter
Direclion Salact: LAM % sk
¥ ACL
> ACL 5 1
WAN Setting Inlerface |
» IPvii ACL
WAN nterface: Bry v
Wi
Telnet
aah
fip
p
ping

20 Comrent ACL Table:

Figure 5-65 ACL WAN
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5.6.4.2 IPv6 ACL

Choose Service > IPv6 ACL and the page shown in the following figure appears.

Wizard Advanced Service Firewall Maintenance

ACL Configuration

You can specify which sanicas are arocassable form LA or WAN side
% MAC Filter Entries i ihls ACL table ane e384 o permit cedain pes or data packels oreaur neal neteark or infemet nasork iohe
Gatevray.
% |P/Port Filter Lizing of such accass contiol can be helpfulin ssounng o resticting e Gatewsy managment
+ LURL Filber S
D ... e
- ACL
LAN ACL Switch: Eneble ® Drsable
= P ACL 1
Apply |
IP Address: fFizl

Sendces Allowad:

< Any

0 Cutrent |Pvi ACL Table:

Direction W Akl ess Intermace Sarvice P Action
1AL ani ping - DCrelete|

Figure 5-66 IPv6 ACL

If WAN is selected in the field of Direction Select, the page is shown in the following figure.
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Status Advanced Servica Firewall Maintenance

ACL Configuration

TOL G0 SpRcify which serdies ang accessable i LAN 0 WA sidi

+ MAC Filter Eriries in this &CL table are usad to permif cerlain types of data aackels fromyvour local nebwors orintamet nebaork o the
Gateway
% |P/Port Filter Lzing of such access control can be helpiul in sacuring o restrcling e Galevay managrmerd
% URL Filter
ovection Selct ST
= ACL
» ACL . R —
WAN Setting: Intarmace i
+ IPw ACL )
WAN Inferface: Ay v
Services Allovesdk
! weh
! telnet
! wgh
i
.mp
pinge

¢ Current IPvE ACL Table:

Figure 5-67 IPv6 ACL WAN
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5.6.5 DoS

Denial-of-Service Attack (DoS attack) is a type of attack on a network that is designed to bring the network to its
knees by flooding it with useless traffic.

Status Wizard Advanced Service Firewa Maintenance

DoS Setting
&'denistofsamce’ {DoS) atlack 15 charactanzed by an e=alic i atternpd by hackars b prevant lagibmate users of 3 senvice from
uzing thal senics

= |P/Port Filter
Enalde DoS Preventiod

% URL Filter
Whale System Aol SYH l_i ] PacketsSeconi
o Whole System Flood: FIN [io0 | PacketsiSecond
Whiale System Fleok UDP [0 PacKets/Sacon:
Whole System Hook ICME [ior | PacketsiSecond
Per_Source IF Hiood: SYN 100 Packets/Second
Per-Source IF Hood: FIN 3|_|g1:_ PacketsSecon:d
Per-Source IF Hoodd: U 100 Packets/Secon:
Per-Source IP Hoodd: ICME [lor | Packets/Second
[CPULE PortScan |Low v | senshraty
ICTAP ST
1P Lagwl
IP* Spaoal

Figure 5-68 DoS

The following table describes the parameters:

Description

Enable DoS Prevention Enable denial-of-service feature to access.

Enable Source IP . o
Enable the function to block IP Source and set the time in seconds.

Blocking
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5.7 Maintenance

In the navigation bar, click Maintenance. The Maintenance page displayed contains Update, Password,
Reboot, Time, Log and Diagnostics.

5.7.1 Update

Choose Maintenance > Update. The Update page displayed contains Upgrade Firmware and
Backup/Restore.

& Do not turn off the router or press the Reset button while the procedure is in progress.

Caution

5.7.1.1 Firmware Update

Click Firmware Update in the left pane and the page shown in the following figure appears. On this page, you
can upgrade the firmware of the router.

Status Wizard Advanced Service Firewall Maintenance

Upgrade Firmware

This page aipss vl upgrade \he Routar firrrresire o naw yarsion, Pleasa anoke, donol pewer aif tha desce daring thie upload
¥ Update sacause itrmay crash fha syslem
¢ Finimware Update Mote:System will reboot after file is uploaded.
+ BackupRpstons
Sarbect File: Choose Fiig  Mofile chogen

« Reboot

o ime

% Log

~ Diagnostics

Figure 5-69 Firmware Update

The following table describes the parameters:

Field Description

Select File Click Browse or Choose File to select the firmware file.

After selecting the firmware file, click Upload to start upgrading the
Upload . ,

firmware file.
Reset Click it to start selecting the firmware file.
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5.7.1.2 Backup/Restore

Click Backup/Restore in the left pane and the page shown in the following figure appears. You can back up

the current settings to a file and restore the settings from the file that was saved previously.

Wizard

Advanced Service Firewall Maintenance

* hirmmware Update

¢ DackupRestore

¥ Reboot
4 Time
% Log

% Diagnostics

BackupiRestore Seftings

Oricedha router is configurad you can sava lhe configuration selings to a confgurazon file oo your hard drive You a150 have 1ha
aptan o lead corfigursfion setlings

Sindtr Seeilinegs To Flle: Sawe...

L odwl Sttings Trom File: | Ghoose Fda | Mo fila chosan | Uplnad

Figure 5-70 Backup/Restore

The following table describes the parameters:

Field ‘ Description

Save Settings to File

Click it and select the path. Then you can save the configuration file of
the router.

Load Settings from File

Click Browse or Choose File to select the configuration file.

Upload

After selecting the configuration file of the router, click Upload to start
uploading the configuration file of the router.

5.7.2 Password

Choose Maintenance > Password and the page shown in the following figure appears. By default, the user

name and password of the administrator are admin and admin respectively. The user name and password of

the common user are user and user respectively.
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Advanced Service Firewall

User Account Configuration

Thig pageis used 0 add usar scoountio sccess thewaeh sarer of S0S1 R ooter, Ermplr user name or passdond is nof allomead
* Update
+ Password L I
Pridilege: | Uzar
Ol Password; !
Mew Password: [

Coaflrm Passwond:

0 Usar Account Table;

~ Diagnosties

Seloet Uzer Hanne Priwdlege

admin ot

Figure 5-71 Password

The following table describes the parameters:

Field Description

Choose the user name for accessing the router. You can choose admin
User Name
or user.
Privilege Choose the privilege for the account.
Old Password Enter the old password
New Password Enter your new password to which you want to change.
Confirmed Password For confirmation, enter the new password again.

5.7.3 Reboot

Choose Maintenance > Reboot and the page shown in the following figure appears. You can set the router
reset to the default settings or set the router to commit the current settings.

Wizard Advanced Service Firewall

Reboot

Thiz gagels usad fo rehoat waure sestem ar raatare o defzult safing

Resfore to Default Setting

+ Rehant

Figure 5-72 Reboot
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The following table describes the parameters:

‘ Description

It takes around 30 seconds to reboot the device and then again log in

Reboot
User Name and Password.

Restore to Default It helps to change to default settings. It takes around 30 seconds to

Setting restart the device and then again log in User Name and Password.

Do not turn off the FRT-415N or press the reset button while this procedure is in progress.

5.7.4 Time

Choose Maintenance > Time and the page shown in the following figure appears. You can configure the
system time manually or get the system time from the time server.

Wizard Advanced Service Firewall

System Time Configuration
Thiz pege s veed 1o onflguae the systam Sme and Netdosk Tima FrotocciT TR semes Hete yod can change se Sezags ar

waw =0me Informatian on the systant fime &nd NTP paramabere
System Time: -]|:I1j RES :-,_Ian !Ehr':mlh 1 ; Dy 1 i HnL*!-u imir 56 | see
“ Reboot
Dyl igh: Loca TINE r |
5 Time rcatiiact bieos
oy s | Rt
o
Sareen:
Serverd:
Il Euery '- oG
Titue Tone: (GHT) Tembia, Libeda, Moracca, Cagland T
GMIT time: Aurndan 11 12AR 2013
topycrmges | et
NTP Start: Gel GMT Time

Figure 5-73 Time
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The following table describes the parameters:

Field ‘ Description
System Time Configure the system time manually.
Day Light Daylight Saving Time.
Enable the option to update the system clock automatically.
State Disable the option to update the system clock manually.
Server Configure the primary NTP server manually.
Server2 Configure the secondary NTP server manually.
Interval NTP updating time interval.
Time Zone Choose the time zone of your country from the drop-down list.
GMT Time Greenwich Mean time.
5.7.5 Log

Choose Maintenance > Log and the page shown in the following figure appears. On this page, you can enable
or disable system log function and view the system log.

Wizard Advanced Service Firewall Maintenance

Log Setting
This paga iz usad o display tha svstern avantlog 1sale: By checking =roor or reobcad or ot et tha logilzg. Sy clicking the
m ==, el dispiay ha nesvest log information Delore.
Errar: Motice:
= Reboot
» Log
Sswve Logta File Clean Lag Tahle
Tirme Index Twps Log Information
Page: 14

Figure 5-74 Log

The following table describes the parameters:

‘ Description

Error Enable/Disable the function to display the Error.

Notice Enable/Disable the function to notify the Error.
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5.7.6 Diagnostic

In the navigation bar, click Diagnostic. The Diagnostic page displayed contains Ping, Ping6, Traceroute,
Traceroute6, and Diag-Test.

5.7.6.1 Ping

Choose Diagnostic > Ping and the page shown in the following figure appears.

Status Wizard Advanced Firewall

Ping Diagnostic

Host:

Interface: [+
+ Reboot

“ Time m

W Lug

s Diagnostics

* P

+ PmpgG

¢ Traceraide
= Traceroides

+ Diag-Test

Figure 5-75 Ping

The following table describes the parameters:

Description

Host Address Enter IP address you want to ping.

Interface Choose a WAN interface.
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5.7.6.2 Ping6

Choose Diagnostic > Ping6 and the page shown in the following figure appears.

Advanced Service Firewall

Ping6 Diagnostic

+ Update
Hogt:

Intermace: v
* Reboot -

* Time m

+« Log

+* Diagnostics

+ P

+ Pingh

+ Tracerouie
= Tracerouted

» Dian-Test

Figure 5-76 Ping6

The following table describes the parameters:

Description

Host Address Enter IPv6 address you want to ping.

Interface Choose a WAN interface.
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5.7.6.3 Traceroute

Choose Diagnostic >Traceroute and the following page appears. By Traceroute Diagnostic, you can track
the route path through the information which is from your computer to the other side host on the Internet.

Advanced Service Firewall

Traceroute Diagnostic

Hast M OfTres : [a
Tt | £000 ms Dratasize : |38 | Bybas
« Reboot = : |
DSCP: ] MaxHopCaum : :JEI -
« Log Interface : .;.m_.- v

* Diagnostics

Srow e
* Ping

+ Pnge

* Tracerome
= Traceroutes

¢ INag-Test

Figure 5-77 Traceroute

The following table describes the parameters:

Field Description

Host Enter the destination host address for diagnosis.

NumberOfTries Number of repetitions.

Timeout Put in the timeout value.

Datasize Packet size.

DSCP Differentiated Services Code Point, You should set a value between
0-63.

MaxHopCount Maximum number of routes.

Interface Select the interface.
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5.7.6.4 Traceroute6

Choose Diagnostic >Traceroute6 and the following page appears. By Traceroute Diagnostic, you can track
the route path through the information which is from your computer to the other side host on the Internet.

Advanced Firewall

Tracerouted Diagnostic

Host : | | MumberOfTries : [z
* Password

Timeaous : lso00 e Datasize : 38 | Bytes
~* Reboot ;
= Time MaxHopC ot : 30 WitETace ; any v
= Lag

Ciscerone

» Diagnostics
> Ping
= Pingé
= Traceroute

» Tracerouted

» [iay-Test

Figure 5-78 Traceroute6

The following table describes the parameters:

Field Description

Host Enter the destination host address for diagnosis.

NumberOfTries Number of repetitions.

Timeout Put in the timeout value.

Datasize Packet size.

DSCP Differentiated Services Code Point, You should set a value between
0-63.

MaxHopCount Maximum number of routes.

Interface Select the interface.

99



@ PLANET

Netwarking & Communication User Manual of FRT-415N

5.7.6.5 Diag-Test

Choose Diagnostics > Diag-Test and the page shown in the following figure appears. On this page, you can
test the fiber router connection. You can also view the LAN status connection and fiber connection.

Status Wizard Advanced Service Firewall

Diagnostic Test
Tha Raubar & cagable of1Esing yaur s conmeclion. The indidus! 1ests are Hatad below. Fatest fisplaes atall stalis, chck
“ Update “Run Digghostic Teat bitton again 1o make suse the il stabas 15 conatsbant
% Reboot
* Diagnostics
+ Ping
= Pangs

+ Tracesos
+ Traceqoules

* Lamy- lest

Figure 5-79 Diag-Test

Click Run Diagnostic Test to start testing.
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Chapter 6. Quick Connection to a Wireless Network

In the following sections, the default SSID of the FRT-415N is configured to “default”.

6.1 Windows XP (Wireless Zero Configuration)

Step 1: Right-click on the wireless network icon displayed in the system tray

YWireless Network Connection
Mot connected. Right-click here For more options.

EN B T PRYLAR T I% ® % EF 1200

w

Figure 6-1 System Tray — Wireless Network Icon

Step 2: Select [View Available Wireless Networks]

Step 3: Highlight and select the wireless network (SSID) to connect

(1) Select SSID [default]
(2) Click the [Connect] button

i) Wireless Network Connection gl

Nekwork Tas i Choose a wireless network

ﬁ Refresh network list Click an item in the lisk below to canneck to a wireless netwark in range or ko get mare
information,
..‘_’; Sk up a wireless network {{ )) E = &
for & homne ar small office ﬁ
Y Security-enabled wireless network (WRA) Ilul]u
Related Tasks {{ﬁ))
i) Learn about wireless 't Security-enabled wireless netwark I“HH
netiorking ErEw e
[({*])]
ﬂi’ Change the order of : [I =,
preferred nebworks " Security-enabled wireless netbwork, Iluu

(%i,'“ Change advanced {( . }) it

sethings

ck. ¥ou might need ko enter

SR ..

Figure 6-2 Choose a wireless network

101



@ PLANET

Netwarking & Communication User Manual of FRT-415N

Step 4: Enter the encryption key of the Wireless AP
(1) The Wireless Network Connection box will appear
(2) Enter the encryption key that is configured in section 5.3.3.2
(3) Click the [Connect] button

Wireless Metwork Connection

The netwark 'PLAMET' requires a network key (also called a WEP key ar WPA key).
& network key helps prevent unknoven intruders from connecting to this network,

Tvpe the key, and then click Conneck,

Metwork key: |-|-||||||||- |

Confirm netwark key: |........"..| |

[ Conneck l [ Cancel ]

Figure 6-3 Enter the network key

Step 5: Check if “Connected” is displayed

15" Wireless Network Connection X]
Network Tasks Choose a wireless network
ﬂ Refresh network list Click an item in the list below ko connect to a wireless nekbwork in range or to get more
information,
;_;]. Set up a wireless nekwork, ({ }) default Connected iﬂf -
For & home ar small office ﬁ
*_f,’ Security-enabled wirgless netwaork (WREA) III!!
Related Tasks ({ﬁ})
L) Learn about wireless *\ Security-enabled wireless netwark (WPA) Ill]l][l
networking u
(@)
i:f Change the order of . [l
preferred networks "’_f,' Security-enabled wirgless network II.!
: ETETEE N
"ffi« Change advanced ({ })
settings ) .
*_r",t Security-enabled wireless network Ill]l][l
N T
('[T)
Unsecured wireless network III!['
]
(fﬁ})
Unsecured wireless network: II[I['[I v
Conneck

Figure 6-4 Choose a wireless network -- Connected
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@?‘]} Some laptops are equipped with a “Wireless ON/OFF” switch for the internal wireless LAN. Make
= sure the hardware wireless switch is switched to “ON” position.

Mote

6.2 Windows 7 (WLAN AutoConfig)

WLAN AutoConfig service is built-in in Windows 7 to enable to detect and connect to wireless network. This
built-in wireless network connection tool is similar to the wireless zero configuration tool in Windows XP.

Step 1: Right-click on the network icon displayed in the system tray

Mot connected - Connections are available

3:57 PM
5/17/2012

Figure 6-5 Network icon

Step 2: Highlight and select the wireless network (SSID) to connect

(1) Select SSID [default]
(2) Click the [Connect] button

Mot connected

I:[[[u Connections are available

Dial-up and VPN
Office VPN
Wireless Metwork

default M

Connect automnatically

Open Metwork and Sharing Center

Figure 6-6 WLAN AutoConfig
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200
==\ If you will be connecting to this Wireless AP in the future, check [Connect automatically].

MNote

Step 4: Enter the encryption key of the Wireless AP
(1) The Connect to a Network box will appear
(2) Enter the encryption key that is configured in section 5.3.3.2
(3) Click the [OK] button

Type the network security key

Security key:

[] Hide characters

You can alse connect by pushing the
button on the router,

Figure 6-7 Type the network key

r@ Connect to a Network u

Connecting to default . ..

= | — |

Cancel

e —

Figure 6-8 Connecting to a Network
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Step 5: Check if “Connected” is displayed

Currently connected to:

'L default
Internet access

Dial-up and ¥PM
Office VPN
Wireless Metwark

default

!5!!1
) | l

!5!“
al

ol

Open Metwork and Sharing Center

Figure 6-9 Connected to a Network
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6.3 Mac OS X 10.x

In the following sections, the default SSID of the FRT-415N is configured to “default”.
Step 1: Right-click on the network icon displayed in the system tray

The AirPort Network Connection menu will appear

Do e =@ Q@ Q

Figure 6-10 Mac OS — Network icon

Step 2: Highlight and select the wireless network (SSID) to connect

(1) Select and SSID [default]
(2) Double-click on the selected SSID

AirPort: On
Turn AirPort Off

Join Other Network...
Create Network...
Open Network Preferences...

Figure 6-11 Highlight and select the wireless network

Step 4: Enter the encryption key of the Wireless AP

(1) Enter the encryption key that is configured in section 5.3.3.2
(2) Click the [OK] button
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., The network “default” requires a WPA
|

= password.

Password: ssssssssss |

[ | Show password
W Remember this network

(Cancelj) ( OK )

Figure 6-12 Enter the Password

@g&n If you will be connecting to this Wireless AP in the future, check [Remember this
= network].
Mot

Step 5: Check if the AirPort is connected to the selected wireless network.

If “Yes”, then there will be a “check” symbol in the front of the SSID.

AirPort: On
Turn AirPort Off

v default

Join Other Network...
Create Network...
Open Network Preferences...

Figure 6-13 Connected to the Network
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There is another way to configure the MAC OS X Wireless settings:

Step 1: Click and open the [System Preferences] by going to Apple > System Preference or Applications

¥ DEVICES il
= Macintosh MO e \w. o
= sk :
) Remote Disc . E
2 BOOTCAMP
g . - Quick Mo QuickTime Player Remate Deskiop Safar
- £ - Coanectian
¥ SHARED .
Bl 192 158.191.40 - ., #ﬁ .4
¥ PLACES - e ¥ | /
E = S ATETEY
£ Kent Stickies | Sysiem Preferences ] TextEdi: Time Maching
[ pa A -
CumEns f— | -
mae 1 B & WR
© Today L= [
(L) Yesterday — Ltilities WLE Windowkeys Windows -
(L) Past Wik + Applications E
am

Figure 6-14 System Preferences

Step 2: Open Network Preference by clicking on the [Network] icon
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Figure 6-15 System Preferences -- Network
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Location: [#utomahc H
USB Ethernet -
b Mot Connected éIi} Status: On ( Turn AirPort Off )
AirPort is turned on but is not connected to
B02.11...dapter S
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. AirPort . . I
Network Nam_g ¥ No network selected
o Home VBN = . & f
Not Connected = N = |
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== a= |
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Join Other Network...
Create Network... |
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Figure 6-16 Select the Wireless Network
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6.4 iPhone/iPod Touch/iPad

In the following sections, the default SSID of the FRT-415N is configured to “default”.

Step 1: Tap the [Settings] icon displayed in the home screen

Figure 6-17 iPhone — Settings icon

Step 2: Check Wi-Fi setting and select the available wireless network

(3) Tap [General] \ [Network]
(4) Tap [Wi-Fi]

If this is the first time to connect to the Wireless AP, it should show “Not Connected”.

(@3 100%, -

Settings General
E Airplane Mode OFF
- About ?
ﬁ Wi-Fi Mot Connected °
u b3
E Motifications On =age
B s Sounds >

k. Cellular Data

¥
K righess & Watper

P ff >
EI Picture Frame Bluetooth ©

TR "
General

!;!] Mail, Contacts, Calendars

&4 safari

Spotlight Search »

Figure 6-18 Wi-Fi Setting
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10:35 AM

Settings Metwork

Airplane Mode OFF

VPN
H Wi-Fi Mot Connected
@ Motifications On Wi-Fi
G Carrier

¥ Cellular Data

H Brightness & Wallpaper

.IEII Picture Frame

h:E Mall, Contacts, Calendars

4 safari

Mot Connected »

Mot Connecled »

Figure 6-19 Wi-Fi Setting — Not Connected

Step 3: Tap the target wireless network (SSID) in “Choose a Network...”
(1) Turn on Wi-Fi by tapping “Wi-Fi”
(2) Select SSID [default]

11:23 PM

resa

Settings

Wi-Fi Networks

“ Airplane Mode

kol Wi-Fi

OFF |

Mot Connected o

@ Notifications On Choose a Network...
. . default
g Location Services On
Other...

w Cellular Data

& Brightness & Wallpaper Ask to Join Networks

E Picture Frame

Figure 6-20 Turn on Wi-Fi

Step 4: Enter the encryption key of the Wireless AP

(1) The password input screen will be displayed

(2) Enter the encryption key that is configured in section 5.3.3.2
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(3) Tap the [Join] button

Eninr the password for “calouf

Enloar Pﬂ!_ﬁ_ﬂ‘brd

Figure 6-21 iPhone -- Enter the Password

Step 5: Check if the device is connected to the selected wireless network.
If “Yes”, then there will be a “check” symbol in the front of the SSID.

11:25 PM

Settings Wi-Fi Networks
d Airplane Mode | OFF
kil wi-Fi dofautt | | WOF N
Notifications On Choose a Network...
a Location Services on v default 8= ©
.y cellular Data Other... ’
ke Brightness & Wallpaper Ask to Join Networks _on B
IH Picture Frame Known networks will be joined automatically. If no
— known networks are available, you will be asked
LETZI General before joining a new network.

Figure 6-22 iPhone -- Connected to the Network
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Appendix A: Cable Profiles

A.1 Device’s RJ45 Pin Assignments

m 10/100Mbps, 10/100BASE-TX

Contact J MDI MDI-X

1 1(TX +) 3

2 2 (TX-) 6

3 3 (RX +) 1

6 6 (RX-) 2
4,57,8 Not used Not used

Implicit implementation of the crossover function within a twisted-pair cable, or at a wiring panel, while not
expressly forbidden, is beyond the scope of this standard.

A.2 RJ45 Cable Pin Assignment

6 321

There are 8 wires on a standard UTP/STP cable and each wire is color-coded. The following shows the pin
allocation and color of straight-through cable and crossover cable connection:
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Straight-through Cable
1 2 3 4 5 6 17

1 2 3 4 5 6 7

Crossover Cable
1 2 3 4

(3]
(<]
~

|

/
"\

8 SIDE1
+

SIDE 2
8 SIDE1
+

SIDE 2

SIDE 1
1 = White / Orange
2 = Orange
3 = White / Green
4 = Blue
5 = White / Blue
6 = Green
7 = White / Brown
8 = Brown

SIDE 1
1 = White / Orange
2 = Orange
3 = White / Green
4 = Blue
5 = White / Blue
6 = Green
7 = White / Brown

8 = Brown

SIDE 2
1 = White / Orange
2 = Orange
3 = White / Green
4 = Blue
5 = White / Blue
6 = Green
7 = White / Brown
8 = Brown

SIDE 2
1 = White / Green
2 =Green
3 = White / Orange
4 = Blue
5 = White / Blue
6 = Orange
7 = White / Brown

8 = Brown

Figure A-1:

Straight-through and Crossover Cables

Please make sure your connected cables are with the same pin assignment and color as the above table
before deploying the cables into your network.

A.3 Fiber Optic Cable Connection Parameter

The wiring details are shown below:

B Fiber Optic Patch Cables:

Standard Fiber Type Cable Specification
100BASE-FX Multi-mode 50/125um or 62.5/125um

(1300nm)
100BASE-FX Multi-mode 50/125um or 62.5/125um

(1310nm) Single-mode 9M1250m
100BASE-BX-U

(TX:1310/RX :1550) i

Single-mode 9/125um

100BASE-BX-D
(TX :1550/RX :1310)
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A.4 Available Modules

The following list the available Modules for FRT-415N

MFB-FX SFP-Port 100BASE-FX Transceiver (1310nm) - 2km

MFB-F20 SFP-Port 100BASE-FX Transceiver (1310nm) - 20km

MFB-F40 SFP-Port 100BASE-FX Transceiver (1310nm) - 40km

MFB-F60 SFP-Port 100BASE-FX Transceiver (1310nm) - 60km

MFB-FA20 SFP-Port 100BASE-BX Transceiver (WDM,TX:1310nm) - 20km
MFB-FB20 SFP-Port 100BASE-BX Transceiver (WDM,TX:1550nm) - 20km
MFB-TFX SFP-Port 100BASE-FX Transceiver (1310nm) - 2km (-40 ~ 75 degrees C)
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EC Declaration of Conformity

For the following equipment:

*Type of Product: ~ 802.11n Wireless Internet Fiber Router
*Model Number: FRT-415N

* Produced by:

Manufacturer’'s Name :  Planet Technology Corp.

Manufacturer‘s Address:  10F., N0.96, Minquan Rd., Xindian Dist.,
New Taipei City 231, Taiwan (R.O.C.)

is herewith confirmed to comply with the requirements set out in the Council Directive on
the Approximation of the Laws of the Member States relating to 1999/5/EC R&TTE,
Low Voltage Directive 2006/95/EC.

For the evaluation regarding the R&TTE the following standards were applied:

EN 300 328 VV1.8.1 (2012)
EN 301 489-17 VV2.2.1 (2012)
EN 301 498-1 V1.9.2 (2011)
EN 62311 (2008)

EN 60950-1(2006 + Al11: 2009 + A1:2010 + A12:2011 + A2:2013)

Responsible for marking this declaration if the:

Manufacturer O Authorized representative established within the EU

Authorized representative established within the EU (if applicable):

Company Name: Planet Technology Corp.

Company Address:  10F., N0.96, Minquan Rd., Xindian Dist., New Taipei City 231, Taiwan (R.O.C.)
Person responsible for making this declaration

Name, Surname Kent Kang

Position / Title : Director

Taiwan 20 Nov., 2015 /é‘d M

v v
Place Date Legal Signature

PLANET TECHNOLOGY CORPORATION

e-mail: sales@planet.com.tw  http://www.planet.com.tw
10F.,, No.96, Minquan Rd., Xindian Dist., New Taipei City, Taiwan, R.O.C.
Tel:886-2-2219-9518 Fax:886-2-2219-9528



EC Declaration of Conformity

Hereby, PLANET Technology Corporation,
declares that this 802.11n Wireless Internet

Siuo PLANET Technology Corporation,,
skelbia, kad 802.11n Wireless Internet Fiber

English Fiber Router is in compliance with the essential Lietuviskai Router tenkina visus svarbiausius 1999/5/EC
requirements and other relevant provisions of direktyvos reikalavimus ir kitas svarbias
Directive 1999/5/EC. nuostatas.
Spole¢nost PLANET Technology Corporation, A gyarté PLANET Technology Corporation n,
. timto prohlasuje, Ze tato 802.11n Wireless kijelenti, hogy ez a 802.11n Wireless Internet
Cesky Internet Fiber Router spliriuje zakladni Magyar Fiber Router r megfelel az 1999/5/EK iranyelv
poZadavky a dalSi pfisluSna ustanoveni smérnice alapkovetelményeinek és a kapcsolédd
1999/5/EC. rendelkezéseknek.
: Hawnhekk, PLANET Technology Corporation,
PLANET Technology Corporation, erkicrer jiddikjara Ii dan 802.11n Wireless Internet Fiber
Dansk erved, at falgende udstyr 802.11n Wireless Malti Router jikkonforma mal-htigijiet essenzjali u ma
Internet Fiber Router overholder de vaesentlige : : : ir
: P provvedimenti ohrajn relevanti li hemm
krav og gvrige relevante krav i direktiv 1999/5/EF fid-Dirrettiva 1999/5/EC
Hiermit erklart PLANET Technology
Corporation, dass sich dieses Gerat 802.11n Hierbij verklaart , PLANET Technology
Wireless Internet Fiber Router in Corporation, dat 802.11n Wireless Internet
Deutsch Ubereinstimmung mit den grundlegenden Nederlands Fiber Router in overeenstemming is met de
Anforderungen und den anderen relevanten essentiéle eisen en de andere relevante
Vorschriften der Richtlinie 1999/5/EG befindet". bepalingen van richtlijn 1999/5/EG
(BMWi)
Kaesolevaga kinnitab PLANET Technology Niniejszym firma PLANET Technology
Corporation, et see 802.11n Wireless Internet Corporation, oswiadcza, ze 802.11n Wireless
Eesti keeles Fiber Router vastab Euroopa Noukogu direktiivi Polski Internet Fiber Router spetnia wszystkie istotne
1999/5/EC pbhinduetele ja muudele olulistele wymogi i klauzule zawarte w dokumencie
tingimustele. L,Directive 1999/5/EC”.
ME THN MAPOYZA , PLANET Technology
Corporation, AHAQNEI OTI AYTO 802.11n PLANET Technology Corporation, declara que
EANVIKG Wireless Internet Fiber Router Portuqués este 802.11n Wireless Internet Fiber Router
n ZYMMOPOQNETAI MPOZ TIZ OYZIQAEIX 9 esta conforme com os requisitos essenciais e
AMNAITHZEIZ KAI TIZ AOIMNEX outras disposigdes da Directiva 1999/5/CE.
IXETIKEZ AIATAZEIZ THX OAHTIAY 1999/5/EK
Por medio de la presente, PLANET Technology . -
Corporation, declara que 802.11n Wireless Vyrobca PLA.NET Tgchnology Coyporatlon,
Internet Fiber Router cumple con los requisitos tymto deklaruje, Ze tato 802.11n Wireless
Espanol esenciales v cualesquiera or;ras dis osiciqones Slovensky Internet Fiber Router je v sulade so zakladnymi
; y cuaiesq p poziadavkami a dalSimi relevantnymi predpismi
aplicables o exigibles de smernice 1999/5/EC
la Directiva 1999/5/CE )
Par la présente, PLANET Technology
Corporation, déclare que les appareils du PLANET Technology Corporation, s tem
Francais 802.11n Wireless Internet Fiber Router sont Slovensko potrjuje, da je ta 802.11n Wireless Internet
¢ conformes aux exigences essentielles et aux Fiber Router skladen/a z osnovnimi zahtevami
autres dispositions pertinentes de la directive in ustreznimi dologili Direktive 1999/5/EC.
1999/5/CE
Con la presente , PLANET Technology .
Corporation, dichiara che questo 802.11n EIFQ]NEE;E; E%czzh1r!lor:ﬁ*ﬁggg?mg&%tv’?}?uttaa
. Wireless Internet Fiber Router & conforme ai . . by Y gt foer
Italiano requisiti Py h e Suomi Router tyyppinen laite on direktiivin 1999/5/EY
quisiti essenziali ed alle altre disposizioni leellist ti ten ia sit3 koskevi
pertinenti stabilite dalla direttiva oleetisien vaatimusten ja sita koskevien
1999/5/CE direktiivin muiden ehtojen mukainen.
s : Harmed intygar, PLANET Technology
Ar S0 PLAN EI Technolog_y Corporation, . Corporation, att denna 802.11n Wireless
apliecina, ka 81 802.11n Wireless Internet Fiber Internet Fiber Router star i dverensstimmelse
Latviski Router atbilst Direktivas 1999/5/EK Svenska

pamatprasibam un citiem atbilstoSiem
noteikumiem.

med de vasentliga egenskapskrav och dvriga
relevanta bestammelser som framgar av direktiv
1999/5/EG.
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